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Manual form – incident report
Department of Hospitality 
This report contains sensitive information that is not public knowledge. This assessment must not be shared with third parties or other areas of government without permission from the reporting organisation and Queensland Government Cyber Security Unit (QGCSU).
Reports should be submitted via the portal, with the completion and submission of this form providing an additional back up mechanism. Once completed, any manual report form should be submitted to: CyberDefenceCentre@cyber.qld.gov.au
The QGCSU recognises that depending on the stage of the incident lifecycle, not all information will be available. Reporting agencies should try to fill in as much as possible (guidance available here) (LINK WILL BE INSERTED BEFORE PUBLICATION) and identify TBC or unknown if required. The QGCSU will work with entities to and update complete incident reports as new information becomes available.
	Reported to QGISVRT by
	Joe Bloggs – Department of Hospitality

	Date and time occurred
	31 December 2023, 11:05am

	Date and time reported
	01 January 2024 – 09:00am

	Report type 
	Mandatory – agency captured under IS18
	Other – Not captured under IS18 (voluntary or requested to report)

	Incident identifier
	Agency Incident #01012024

	Type of incident
	Confirmed
	Suspected
	Unknown

	Agency ticket priority
	P1
	P2
	P3
	P4

	Assistance required
	Yes – If yes, identify what assistance is being requested

	Report authorised by
	Jane Doe –  Department of Hospitality CIO





Incident scope and organisation impact
	Incident and impact summary
	A vendor (Tasty Eats Pty Ltd), providing the department with critical services (catering ordering system) has detected unauthorised traffic in their environment. Limited information is available at this time.
The catering ordering system offers self service functions to individuals. It is a web-based platform used across the State and is linked with the Department of Hospitality’s IT environment. 
The data contained within the catering ordering system includes a subset of department data that contains personal and staff information eg. First Name, Last Name, address, phone number, and Date of Birth. 
The vendor incident relates to a personal computer of an employee of the vendor, which contained administrator level access and Department of Hospitality access files.

	Business impact level - confidentiality
	NA / Low
	Medium
	High

	Business impact level - integrity
	NA / Low
	Medium
	High

	Business impact level - availability
	NA / Low
	Medium
	High

	Number of systems impacted
	Single System - catering ordering system
	Multiple Systems

	Number of business areas impacted
	Single Area
	Multiple Areas – Cyber team + multiple teams across the state

	Current media attention
	No – Department has prepared holding lines in case of interest in the current outage. The Communications with users of the application indicate that it is unavailable due to a technical issue

	Consequence management
	The Department cyber team notes the following: 
· Penetration testing of all components of the system had been conducted prior. 
· Encryption of data in transit between the vendor and department
· Ensured strong authentication mechanisms between systems
· Restricted network access to systems with firewalls to the minimum access required for the service to operate.
Department offices immediately enacted business continuity plans and moved to manual operations, will not restore the application until vendor provides assurance that the incident has been contained and eradicated.
A Post Incident Report will be completed within the required timeframes, as per the Queensland Government’s Cyber Security Unit’s requirements.



Technical 
	Current incident management status
	Detection and Analysis
	Containment, Eradication and Recovery
	Post Incident Activity

	Discovery method 
	Vendor contacted department to advise they had detected unauthorised traffic in their environment

	Actor
	External
	Internal
	Partner
	Unknown

	Actor notes
	No further information at this time – IOC’s indicate activity may be from XXXX country

	Asset
	Server
	Yes – Web Application

	
	Network Device
	Yes / No

	
	User Device
	Yes / No

	
	Terminal Device
	Yes / No

	
	Media 
	Yes / No

	
	Person
	Yes / No

	
	Other
	Yes / No

	
	Unknown
	Yes / No

	Affected asset notes
	Asset affected is a web application (enumeration listed under server for VERIS). Assets on vendor side affected not yet known

	Action

	Malware 
	Yes / No

	
	NIL

	
	Hacking
	Yes / No

	
	NIL

	
	Social
	Yes / No

	
	Phishing email, QCS working to source from vendor

	
	Misuse
	Yes / No

	
	NIL

	
	Error
	Yes / No

	
	NIL

	
	Physical
	Yes / No

	
	NIL

	
	Environmental
	Yes / No

	
	NIL

	
	Unknown 
	

	Indicators of compromise
	Vendor has provided all IP addresses of the activity they have observed - Department is providing them to CSU to run against the WoG gateway. 
[imaginary IP addresses here]
The department searched their logs for these IP addresses and got no hits.  
There was a phishing email in the vendors environment – department trying to get a hold of that email also, will share safely with QGCSU if received.


Reporting 
	Data breach
	No.

	Critical infrastructure
	No.

	Has the incident been reported to the ACSC?
	Department has encouraged vendor to report this incident. Department systems fine at this time. 

	Has internal notification occurred and to what level?
	Department have briefed internally – Minister and DG. Have worked with QGCSU to also concurrently brief Cyber Minister. 

	If not a core dept. has portfolio agency been notified?
	N/A

	If a regulated entity, has the applicable regulator been notified?
	N/A
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