	


Queensland Government
Manual form – incident report
Department of Hospitality 
Overview
This report contains sensitive information that is not public knowledge. This assessment must not be shared with third parties or other areas of government without permission from the reporting organisation and Queensland Government Cyber Security Unit (QGCSU).
Reports should be submitted via the portal, with the completion and submission of this form providing an additional back up mechanism. Once completed, any manual report form should be submitted to: CyberDefenceCentre@cyber.qld.gov.au
The QGCSU recognise that depending on the stage of the incident lifecycle, not all information may be available. Reporting agencies should try to fill in as much as possible. Further guidance can be found in the Vocabulary for event recording and incident sharing framework overview. The QGCSU will work with entities to update incident reports as new information becomes available.
Incident scope
	Date and time occurred
	31 December 2025, 11:05am

	Date and time reported
	01 January 2026, 09:00am

	Incident status
	Confirmed
	Suspected

	Priority
	P1
Critical
	P2
High
	P3
Moderate
	P4
Low

	Description of incident
	A vendor (Tasty Eats Pty Ltd), providing the department with critical services (catering ordering system) has detected unauthorised traffic in their environment. Limited information is available at this time.
The catering ordering system offers self service functions to individuals. It is a web-based platform used across the State and is linked with the Department of Hospitality’s IT environment. 
The data contained within the catering ordering system includes a subset of department data that contains personal and staff information e.g. first name, last name, address, phone number, and date of birth. 
The vendor incident relates to a personal computer of an employee of the vendor, which contained administrator level access and Department of Hospitality access files.

	Multiple agencies affected
	Yes
	No

	If multiple agencies are affected, describe situation.
	NA 

	Number of systems impacted
	Single system
	Multiple systems

	Number of information assets impacted
	Single asset
	Multiple assets

	Assistance required
	Yes – require assistance to determine if modification of Department files has occurred. Will also require assistance to draft notifications to Office of Information Commissioner.


Report details
	Reported to CDC by
	Joe Bloggs – Department of Hospitality, 0412 XXX XX8, Joe.bloggs@dhosp.qld.gov.au 

	Reporting on behalf of your organisation?
	Yes 

	Report authorised by
	Jane Doe – CIO, 0412 XXX XX8, jane.doe@dhosp.qld.gov.au

	Incident identifier
	CDSB to complete and provide to organisations for manual reports


Organisation Impact
	Business impact level - Confidentiality
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the confidentiality of organisational data been impacted? (e.g. unauthorised access, data breach due to staff error/cyber incident/misconfiguration) 
	The data contained within the catering ordering system includes a subset of department data that contains personal and staff information e.g. First Name, Last Name, address, phone number, and Date of Birth. 

	Business impact level - integrity
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the integrity of organisational data and/or systems been impacted? (e.g. unauthorised modification or deletion of assets) 
	The vendor’s employee had administrator level access and Department of Hospitality access files. No evidence yet of unauthorised modification, may adjust as incident develops.

	Business impact level - availability
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the availability of organisational data and/or systems been impacted? (e.g. users can’t access systems or information, or ability to access is significantly degraded/unreliable)
	Web application is no longer in use. The Department has moved to manual operations.

	Consequence management
	The department cyber team notes the following: 
· penetration testing of all components of the system had been conducted prior. 
· encryption of data in transit between the vendor and department
· ensured strong authentication mechanisms between systems
· restricted network access to systems with firewalls to the minimum access required for the service to operate.
Department offices immediately enacted business continuity plans and moved to manual operations, will not restore the application until vendor provides assurance that the incident has been contained and eradicated.
A post incident report will be completed within the required timeframes, as per the Queensland Government’s Cyber Security Unit’s requirements.

	Current media attention
	No – Department has prepared holding lines in case of interest in the current outage. The Communications with users of the application indicate that it is unavailable due to a technical issue


Technical details
	Current incident management status
	Detection and analysis
	Containment
	Eradication and recovery
	Post incident activity

	Discovery method 
	Vendor contacted department to advise they had detected unauthorised traffic in their environment

	Actor
	External
	Internal
	Partner

	Actor notes
	No further information of malicious actor at this time – IOC’s indicate activity may be from XXXX country

	Asset
	Server
	Yes – web application

	
	Network Device
	No

	
	User Device
	No

	
	Terminal Device
	No

	
	Media 
	No

	
	Person
	No

	
	Other
	No

	Affected asset notes
	Asset affected is a web application (enumeration listed under server for VERIS). Assets on vendor side affected not yet known

	Action

	Malware 
	No

	
	Insert any further notes or NIL

	
	Hacking
	No

	
	Insert any further notes or NIL

	
	Social
	Yes

	
	Phishing. 

	
	Misuse
	No

	
	Insert any further notes or NIL

	
	Error
	No

	
	Insert any further notes or NIL

	
	Physical
	No

	
	Insert any further notes or NIL

	
	Environmental
	No

	
	Insert any further notes or NIL

	Indicators of compromise
	Vendor has provided all IP addresses of the activity they have observed - Department is providing them to CSU to run against the whole of government gateway. 
[imaginary IP addresses here]
The department searched their logs for these IP addresses and got no hits.  
There was a phishing email in the vendors environment – department trying to get a hold of that email also, will share safely with CDSB if received.


Reporting 
	Data breach?
	Yes – staff information. 

	Critical infrastructure asset?
	No

	Has the incident been reported to the  Australian Cyber Security Centre (ACSC)?
	Yes 

	Has internal notification occurred and to what level?
	Department have briefed internally – Minister and DG. Have worked with CDSB to also concurrently brief Cyber Minister

	Are you a core department/agency required to apply the Information and cyber security policy (IS18)?
	Yes 

	If not a core department, who is your portfolio agency, and have they been notified? 
	NA


[bookmark: _Toc165298262][bookmark: _Toc165359509]Licence

This work is licensed under a Creative Commons Attribution-Share Alike 4.0 International licence. To view the terms of this licence, visit https://creativecommons.org/licenses/by-sa/4.0/. For permissions beyond the scope of this licence, contact qgea@qld.gov.au. 
To attribute this material, cite the Queensland Government Data and Digital Government, Department of Customer Services, Open Data and Small and Family Business. 
The licence does not apply to any branding or images. 
Copyright
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© The State of Queensland (Department of Customer Services, Open Data and Small and Family Business) 2026
The Cyber Security Unit attributes the use of the veris framework to verisframework.org which is licensed under CC BY SA 4.0. 
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