	

Queensland Government
Manual form – incident report
[Name of reporting organisation]
Overview
This report contains sensitive information that is not public knowledge. This assessment must not be shared with third parties or other areas of government without permission from the reporting organisation and Queensland Government Cyber Security Unit (QGCSU).
Reports should be submitted via the portal, with the completion and submission of this form providing an additional back up mechanism. Once completed, any manual report form should be submitted to CyberDefenceCentre@cyber.qld.gov.au.
The QGCSU recognise that depending on the stage of the incident lifecycle, not all information may be available. Reporting agencies should try to fill in as much as possible. Further guidance can be found in the Vocabulary for event recording and incident sharing framework overview. The QGCSU will work with entities to update incident reports as new information becomes available.
Incident scope
	Date and time occurred
	Date, Time, Year

	Date and time reported
	Date, Time, Year

	Incident status
	Confirmed
	Suspected

	Priority
	P1
Critical
	P2
High
	P3
Moderate
	P4
Low

	Description of incident
	Briefly describe

	Multiple agencies affected
	Yes
	No

	If multiple agencies are affected, describe situation.
	Describe multi-agency situation.

	Number of systems impacted
	Single system
	Multiple systems

	Number of information assets impacted
	Single asset
	Multiple assets

	Assistance required
	Yes / No – If yes, identify what assistance is being requested




Report details
	Reported to the Cyber Defence Centre by
	Name, position, contact number and email

	Reporting on behalf of your organisation?
	Yes / No – If no, specify which department, agency or organisation you are reporting on behalf of

	Report authorised by
	Name, position, contact number and email

	Incident identifier
	QGCSU to complete and provide to organisations for manual reports


Organisation impact
	Business impact level - Confidentiality
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the confidentiality of organisational data been impacted? (e.g. unauthorised access, data breach due to staff error/cyber incident/misconfiguration) 
	

	Business impact level - integrity
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the integrity of organisational data and/or systems been impacted? (e.g. unauthorised modification or deletion of assets) 
	

	Business impact level - Availability
	Nil
	Low
	Medium
	High

	Describe the impact and the affected assets. Has the availability of organisational data and/or systems been impacted? (e.g. users can’t access systems or information, or ability to access is significantly degraded/unreliable)
	

	Consequence management
	Has the business commenced any consequence management activity or notification? E.g., stand-up of continuity or emergency arrangements

	Current media attention
	No / Yes / Likely – if yes/likely, provide further detail (e.g. impacted service delivery, services down)




Technical details
	Current incident management status
	Detection and analysis
	Containment
	Eradication and recovery
	Post incident activity

	Discovery method 
	Insert notes - How was the incident identified? 

	Actor
	External
	Internal
	Partner

	Actor notes
	Insert any further notes or NIL – e.g. ransom demand, identification 

	Asset
	Server
	Yes / No

	
	Network device
	Yes / No

	
	User device
	Yes / No

	
	Terminal device
	Yes / No

	
	Media 
	Yes / No

	
	Person
	Yes / No

	
	Other
	Yes / No

	Affected asset notes
	Insert any further notes to clarify the above or note NIL. Consider network accessibility and who owns/manages/hosts/stores

	Action

	Malware 
	Yes / No

	
	Insert any further notes or NIL

	
	Hacking
	Yes / No

	
	Insert any further notes or NIL

	
	Social
	Yes / No

	
	Insert any further notes or NIL

	
	Misuse
	Yes / No

	
	Insert any further notes or NIL

	
	Error
	Yes / No

	
	Insert any further notes or NIL

	
	Physical
	Yes / No

	
	Insert any further notes or NIL

	
	Environmental
	Yes / No

	
	Insert any further notes or NIL

	Indicators of compromise (IOC)
	Identify defanged IOCs here or attach when submitting the manual report form. Potentially malicious IOC’s are not to be included or attached to the incident report, and guidance should be sought from CyberDefenceCentre@cyber.qld.gov.au on submitting these.


Reporting 
	Data breach?
	Yes / No – If yes, there may be reporting obligations to the Information Commissioner or the Australian Information Commissioner. CDSB can assist.

	Critical infrastructure asset?
	No / Yes – If yes, may be subject to mandatory cyber incident reporting to ACSC (under SOCI Act) for applicable cyber incidents. CDSB can assist in reducing reporting duplication.

	Has the incident been reported to the Australian Cyber Security Centre (ACSC)?
	Yes / No – if no, all organisations are strongly encouraged to report the incident to the ACSC. CDSB can provide guidance on how to do so. Note that law enforcement referral occurs through ACSC and does not directly through the Queensland Police Service. CDSB can assist in reducing reporting duplication. 

	Has internal notification occurred and to what level?
	Yes – XXX level / No - if no, all organisations are strongly encouraged to notify and brief internal executives for all incidents with an immediate reporting requirement. CDSB can assist. 

	Are you a core department/agency required to apply the Information and cyber security policy (IS18)?
	Yes / No

	If not a core department, who is your portfolio agency, and have they been notified? 
	Yes / No – Insert portfolio agency name


[bookmark: _Toc165298262][bookmark: _Toc165359509]Licence

This work is licensed under a Creative Commons Attribution-Share Alike 4.0 International licence. To view the terms of this licence, visit https://creativecommons.org/licenses/by-sa/4.0/. For permissions beyond the scope of this licence, contact qgea@qld.gov.au. 
To attribute this material, cite the Queensland Government Data and Digital Government, Department of Customer Services, Open Data and Small and Family Business. 
The licence does not apply to any branding or images. 
Copyright
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© The State of Queensland (Department of Customer Services, Open Data and Small and Family Business) 2026
The Cyber Security Unit attributes the use of the VERIS framework to verisframework.org which is licensed under CC BY SA 4.0. 
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