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Introduction
The Queensland Government Authentication Framework provides a process and a set of definitions which will allow service providers to evaluate the risk associated with their services and determine the appropriate level of authentication assurance.

Purpose  
The purpose of this document is to provide examples of Authentication assessment based on case studies. Additional case studies will be added to this document as they become available.
Process steps
The steps that should be followed to determine the appropriate authentication assurance levels for a particular service are shown below. For full details refer to the Queensland Government Authentication Framework. 
The framework steps are:
· Step 1: Determine Service Business Requirements.
· Step 2: Determine Authentication Assurance Level.

· Step 3: Determine Identity Registration Assurance Level.

· Step 4: Determine Identity Authentication Assurance Level.

· Step 5: Perform Level Moderation.

Case Study 1: Seniors Card
Background scenario 

The Queensland Government Seniors Card program provides targeted concessions and discounted pricing to older Queenslanders. There are approximately 500,000 card holders who receive a range of benefits including:

· Concessions on vehicle and boat registration

· Concession on bus, ferry and rail travel

· A rebate on electricity accounts

· Exemption from the Ambulance levy

· Discounts from participating businesses
The approximate annual value to a card holder, (excluding discounts offered by independent businesses and the reduced cost of public transport) is of the order of $400.

Step 1.
Business service delivery solution 

The primary business processes required to deliver the Seniors Card service are:

· Allowing seniors to apply for the card;

· Liaison with participating agencies to verify eligibility, ensure concessions are implemented or personal details are current. This includes information exchanges with Queensland Transport, Energex, Queensland Registry of Births Deaths & Marriages, Queensland Health, Queensland Ambulance, Australia Post, Centrelink, and Department of Veterans’ Affairs.

· Recording successful applications in the Seniors Card database;

· Issuing and forwarding the card to successful applicants;

· Updating personal details in the Seniors Card database when notified of changes;

Applicants can currently request an application form via phone, mail, and fax, or they can print an application form from a PDF file available on the web. Applicants need to submit a completed application form together with copies of documents to confirm their age and eligibility. Completed applications are primarily submitted by mail or in person, though it is also possible to email the form together with scanned supporting documentation. Details can be updated via phone, mail, fax, email or in person at a service counter.

The Department of Communities wishes to implement an electronic lodgement service to compliment existing delivery channels. This will enable customers to lodge applications, change of personal details and supporting documentation online. The assessment of eligibility will be partially automated, for example, by electronically confirming details with Centrelink when the applicant provides a Centrelink client number. Evidence of identity will not be required in this case, as long as application particulars are consistent with Centrelink records.

The Project Team is tasked with determining the registration and authentication requirements particularly in respect of the proposed electronic lodgement and personal details update service.

Step 2. 
Determine Authentication Assurance Level 

Information Security Classification Level

The informaiton involved in this business service has not been classified, and hence this assessment has not been used in this example.

Authentication Risk Assessment
This step involves an assessment of the scale of the consequences of authentication failure and an estimate of the likelihood that such undesirable impacts will occur.

Distress and Inconvenience

If authentication for a requested change of personal details is inadequate, an attacker who knows the name and address of a legitimate card holder, and their Senior’s Card number
, may submit a bogus change of address, either to deliberately inconvenience the card holder, or as part of a strategy to get a legitimate card to access for example, public transport discounts. Routine data matching with agencies such as Energex may identify the inconsistency resulting in a process to investigate the inconsistency and potentially cancellation of concessions or rebates. This could cause minor distress and inconvenience to the legitimate card holder, and rebates and concessions will be able to be re-established quickly. Due to the relatively low benefit the attacker would gain, these threats are considered to be unlikely. The overall risk is minimal.
Personal Safety, Release of Sensitive Information, Public Order, Impact on major government policy


The proposed transactions do not provide access to any information which is likely to provide any risk to personal safety or is considered to be sensitive. Neither would the fradulent use of these transactions have an impact on public order, or major government policy. These impacts are therefore assessed as none, and the overall risk is negligible. 

Financial loss to agency

An applicant who does not meet eligibility requirements may successfully register for a card using forged documents or documents belonging to another person. The government incurs a financial loss by funding concessions the card holder is not entitled to. Implementing a system with a sufficiently high level of registration assurance can mitigate this risk
. This may include data matching with other agencies to confirm particulars. While the value of the potential harm is minor due to the potentially large number of people that may fraudulently apply, threat mitigation measures can reduce the threat to the point where it is considered unlikely. The overall risk is therefore minimal.

If authentication for change of personal details is inadequate, an attacker who knows the name and address of a legitimate card holder, and their Senior’s Card number, may submit a bogus change of address to change it to one that they can access. Following the address change, they can request a replacement for a supposedly ‘lost’ card. They can use the issued replacement card to access discounts and concessions that they are not entitled to, e.g. public transport. Due to the relatively low benefit the attacker would gain, the potential harm is minor and this threat is considered to be unlikely. The overall risk is minimal.

Financial loss to card holder

A bogus change of address initiated by an attacker may result in the removal of a concession or rebate (as previously discussed) which is a minor impact.  Due to the relatively low benefit the attacker would gain, this threat is considered to be unlikely. The overall risk is minimal.

If the agency implements an authentication mechanism with inadequate assurance, an attacker could submit an online bogus card cancellation request, e.g. because of the death of the legitimate card holder. Because of automated data sharing arrangements with other agencies, this could quickly result in financial loss of concessions and rebates. The attacker’s motivation is to cause inconvenience to the legitimate card holder, (through the potential financial loss and effort required to rectify the situation). Since the degree of inconvenience is minor, and restoration of concessions and rebates will be able to be made, and the threat is considered to be unlikely, the overall risk is minimal. 

Damage to Agency reputation

If it is easy to change a card holder’s particulars, attackers may do this to get a legitimate card or to cause inconvenience. Local newspapers or talk-back radio may publicise the issue, damaging the agency’s reputation. The extent of the damage is considered to be minor and the threat rare so the overall risk is minimal. 

The Department of Communities may adopt a proactive, automated data matching program with other agencies such as Energex and Queensland Transport to confirm that persons who are currently granted concessions and rebates are entitled to them. People with similar names, addresses etc., might cause ‘false positive’ identification of incorrect grants of concessions or rebates
. The investigation of these apparent but false inconsistencies may result in complaints to Local Members and negative publicity. This threat can be mitigated by diligent and thorough review of apparent inconsistencies before contacting the persons involved. The potential impact is assessed as minor and with appropriate mitigation measures the incidence should be rare. The overall risk is therefore minimal. 

Criminal actions

A fraudulently acquired Seniors Card may be used to commit identity fraud. Since the Senior’s Card is not included as a valid document in the ‘100 point’ evidence of identity check, the potential consequence is considered to be minor, the threat is unlikely due to the low benefit gained, and the overall risk is minimal.
Impact on government Finances / Economic and Commercial Interests

The instance of some fraudulently acquired Seniors Cards would have a worst a minor  impact on the finances, economic or commercial interests  of the government, and a minor no impact on major government policy. The potential consequences are considered to be minor, the threat is rare due to the low benefit gained, and the overall risk is minimal.

Overall authentication Assurance Level
The results of the authentication risk assessment are summarised in Table 1. The highest risk is Minimal. 

	Impact Type
	Severity
	Probability
	Risk

	Inconvenience
	Minor
	Unlikely
	Minimal

	Personal Safety
	None
	-
	Negligible

	Release of Sensitive information
	None
	-
	Negligible

	Financial loss to card holder
	Minor
	Unlikely
	Minimal

	Financial loss/liability to Govt/Agency
	Minor
	Unlikely
	Minimal

	Damage to any party’s reputation
	Minor
	Rare
	Minimal

	Distress
	Minor
	Unlikely
	Minimal

	Threat / Damage to agency systems or operations
	Minor
	Rare
	Minimal

	Criminal Actions
	Minor
	Rare
	Minimal

	Public Order
	None
	-
	Negligible

	Impact on Government finances / economic and commercial interests
	Minor
	Rare
	Minimal

	Impact on major government policy
	None
	-
	Negligible


Table 1 Seniors Card Authentication Risk Assessment Summary

The highest risk has been assessed as minimal. Using the risk assessment table, this indicates a required AAL of 1. 

Step 3. 
Determine Identity Registration Assurance Level 

A person who is impersonating a claimed identity via false documents or documents that belong to another individual presents the primary registration threat. 

A person may apply under their real name but misrepresent their age in order to gain a benefit they are not entitled to. Since the department accepts photocopies and electronic image files of scanned documents, there is a risk that applicants will manipulate the paper or electronic copies to misrepresent their age. However, this threat is not considered to be sufficiently likely to justify the cost and inconvenience of ‘in person’ registration where original documents can be examined. 
Using the QGAF Identity Registration Assurance Levels Business Capabilities table, the IRAL is assessed at either level 2 or 3 (contactability supported, link to real world identity is required as service provider needs to know the real world identity to verify eligibility). 

In the case of the seniors card, various forms of evidence of idenity are appropriate, particularly forms of identification provided by Centrelink or the Department of Veteran’s Affairs. These forms of identification will generally have been issued following a minimum 100 point check, in lign with IRAL-3, and will clearly support a registration level of IRAL-2 (basic 50 point check).
Step 4.
Determine Identity Authentication Assurance Level

Given the AAL-1 and IRAL-2 or 3, the IAAL is indicated as IAAL-1 (using the Identity Authentication Assurance Level Matrix).

Step 5. 
Perform Level moderation 

A higher IAAL of 2 may be considered if the Department anticipates developing further online services with higher authentication risk.
Step 6.
Select authentication mechanism
The Authentication Concepts support document indicates that passwords and knowledge-based authentication are the most appropriate and cost effective options for IAAL-1. The project team considers the limited frequency of use of the online service and concludes that many users will forget their passwords requiring costly help desk support for resets. Knowledge-based authentication is selected as a more cost effective and user friendly option. This mechanism can reach IAAL 2 if dynamic transaction information is included in the question set. 

Summary

Process Considerations: Online application and personal details update is supported. Knowledge-based authentication avoids the requirement for card holders to memorise a password to access a service that they will use infrequently.

Privacy Considerations: Business processes involve considerable inter-agency data sharing.  Agencies must be careful to observe the procedural, consent, management and disclosure requirements of the Information Privacy Principles (IPPs). 

Case Study 2 : Low Sensitivity Generic Internal Application

Background scenario 

This case study is a generic one, based on an example of a standard agency line of business application. This application is made available only to internal agency staff, and the information that the application provides has already been classified as either UNCLASSIFIED or IN-CONFIDENCE by use of the Queensland Government Information Security Classification Framework.
Step 1.
Business service delivery solution 

This application is required to create audit trails, indicating who is accessing the system and what transactions they run.

Step 2. 
Determine Authentication Assurance Level 

Information Security Classification Level

The information involved in this service has been classified as IN-CONFIDENCE at the highest, with most information being UNCLASSIFIED.

Overall Authentication Assurance Level

Based on these classification levels, the overall Authentication Assurance Level required is AAL-2.

Step 3. 
Determine Identity Registration Assurance Level 

As the application is to be used by internal staff, and audit trails of actions are required, using the table QGAF Identity Registration Assurance Levels Business Capabilities from the QGAF document, the required IRAL is 2 (allowing for service history and real world identity link). 
In this agency, the standard employment process requires provision of a 150 point identity check, and the issuing of an identity card with a photograph, so the registration process in use is assessed as IRAL-4, which exceeds the requirement of this application.
Step 4.
Determine Identity Authentication Assurance Level

Given the AAL-2 and IRAL-2, the IAAL is indicated as IAAL-2 (using the Identity Authentication Assurance Level Matrix).

Step 5. 
Perform Level moderation 

The indicated IAAL-2 seems appropriate, and the agency sees no extenuating circumstances which would cause this level to be challenged.
Step 6.
Select authentication mechanism

The Authentication Concepts support document indicates that passwords and knowledge-based authentication are the most appropriate and cost effective options for IAAL-2. The agency has in place a password policy which would meet the requirements of an IAAL-2 level password (which in this case includes both upper and lower case characters, at least one number and at least one non-alpha numeric character). The project team agrees to implement standard agency password authentication.
For this particular application, authentication is able to be provided by the agencies existing Microsoft Active Directory, and this is deemed appropriate, which allows the use of the desktop userid and password as valid authentiction to this application. In doing so, though, the existing standard time that a PC can be left unattended before requiring a password to be entered is deemed to be too long, and this timeout is shortened for all PCs on the network.
Summary

Process Considerations: Audit trails are required. Desktop password policies are strong enough to meet the requirements of the application.
Privacy Considerations: Standard internal privacy policys are required to apply to the use of this application. 

Case Study 3 : High Sensitivity Generic Internal Application

Background scenario 

This case study is a generic one, based on an example of a standard agency line of business application. This application is made available only to internal agency staff, and the information that the application provides has already been classified as containing all levels of information up to and including HIGHLY PROTECTED by use of the Queensland Government Information Security Classification Framework.
Step 1.
Business service delivery solution 

This application is required to create extensive audit trails, indicating who is accessing the system and what transactions they run, as well as logging changes made.

Step 2. 
Determine Authentication Assurance Level 

Information Security Classification Level

The information involved in this service has been classified as up to HIGHLY PROTECTED.

Overall Authentication Assurance Level

Based on these classification levels, the overall Authentication Assurance Level required is AAL-4.

Step 3. 
Determine Identity Registration Assurance Level 

As the application is to be used by internal staff, extensive audit trails of actions are required including non-repudiation of registration (i.e. preventing a claim that “it wasn’t me you registered”), using the table QGAF Identity Registration Assurance Levels Business Capabilities from the QGAF document, the required IRAL is 4.

In this agency, the standard employment process requires provision of a 150 point identity check, and the issuing of an identity card with a photograph, so the registration process in use is assessed as IRAL-4, which meets the requirement of this application.

Step 4.
Determine Identity Authentication Assurance Level

Given the AAL-4 and IRAL-4, the IAAL is indicated as IAAL-4 (using the Identity Authentication Assurance Level Matrix).

Step 5. 
Perform Level moderation 

The indicated IAAL-4 seems appropriate, and the agency sees no extenuating circumstances which would cause this level to be challenged.

Step 6.
Select authentication mechanism

The Authentication Concepts support document indicates that two factor authentication is required.

The agency considers both the use of digital certificates on smart cards in combination with a password, and a one-time password generating device also in combination with a PIN. Due to the application, the one-time password solution is the easiest and cheapest for the agency to implement, and is selected.

One-time password devices are provided by hand, including a check of the agency issued identity card with photograph to ensure they are provided to the correct person. The user signs for the one-time password device, thus providing registration non-repudiation. The user is also required to attend a short training course on the use of the new one-time password device, the agencies policies surrounding ensuring security of the device and associated PIN, and procedures covering the loss of the device.

Summary

Process Considerations: Extensive audit trails are required, and registration non-repudiation is also required to ensure the audit trails can be clearly traced to a given person.

Privacy Considerations: Standard internal privacy policys are required to apply to the use of this application. 

- End of QGAF – Case Studies -

� available at � HYPERLINK "http://www.qgm.qld.gov.au/contracts/Stand_Cond_Contract_Consultancy.doc" ��http://www.qgm.qld.gov.au/contracts/Stand_Cond_Contract_Consultancy.doc�


� For example this information would be available to the staff of businesses that have provided discounts to card holders.


� Senior’s Card is a good example of a system where the level of registration assurance may need to be higher than the level of authentication assurance. Registration entitles a card holder to apply for valuable concessions with other agencies. Registration assurance must therefore be reasonably high. The agency giving the discount confirms entitlement (by ensuring that a card holder with that name, address and card number exists in the Senior’s Card database) directly with Department of Communities – at least for the more valuable concessions such as vehicle registration and electricity. An online authentication mechanism is used in lower risk transactions such as changing personal details. The required level of authentication assurance may actually be lower. It is therefore important that the QGAF allows for different registration and authentication assurance levels.


� The Queensland Sunday Mail reported (March 10, 1996) two Australian women who had the same name and date of birth. This caused a “bureaucratic nightmare … because banks, building societies, government agencies, the Electoral Commission and even the local library cannot tell them apart.” The article is reproduced in the Risks Digest, Volume 17, Issue 88 available at: � HYPERLINK "http://catless.ncl.ac.uk/Risks/17.88.html" ��http://catless.ncl.ac.uk/Risks/17.88.html� . 
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