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Email monitoring
This fact sheet has been developed to complement the Queensland Government Information Standards. The information contained in this document may be used as additional reference material by Queensland Government agencies when managing the use of ICT facilities and devices. Agencies should consider the information provided as reference material and interpret it in the context of their own agency methodologies. The contents of this document do not constitute legal advice and should not be relied on as specific advice. The applicability of the information in this document may vary significantly depending on the particular configuration of an agency’s ICT network and its monitoring practices.

Background

Before 2004, the Telecommunications (Interception) Act 1979 prohibited the interception of all communications (including emails) passing over a telecommunications system without the knowledge of the sender of the communication (except by a law enforcement agency under warrant). In summary the Telecommunications (Interception) Act 1979:

· was originally made to regulate telephone calls, i.e. circuit switched communications conducted in real time
· primarily focuses on the interception powers of law enforcement agencies

· attempts to tread the line between the federal government constitutional power over telecommunications and the states’ powers, e.g. over seizure of physical computer equipment
· is aimed at protecting the privacy of the sender of a communication – the consent of the recipient is not enough to make interception lawful.

The Telecommunications (Interception) Amendment (Stored Communications) Act 1979, introduced in 2004, provided some clarity around whether emails could be intercepted or accessed by an employer without the knowledge of the sender. 

The amendments introduced the concept that ‘stored communications’ (e.g. emails) could be excluded from prohibition of interception for a ‘sunset’ period of 12 months. This period of 12 months was extended until June 2006. During this period, it was legal for agencies to view or copy any emails stored on its ICT systems regardless of whether the sender knew this would occur or the addressee had received the email, provided that these actions did not contravene any other law e.g. privacy. 

This sunset period ended with the commencement of new amendments to the Act on 13 June 2006. Also as a result of these amendments, the Telecommunications (Interception) Act 1979 is now known as the Telecommunications (Interception and Access) Act 1979) (TIA Act).

The federal Senate has now recognised that there are a number of issues which remain unclear in the revised TIA Act, with policy determinations about network administration yet to be made before the Act is amended further. This fact sheet outlines processes for monitoring emails and provides guidance on the levels of legal risk associated with these processes given the uncertainties in the Act. The Queensland Government Chief Information Office (QGCIO) will continue to liaise with Crown Law and monitor this issue and advise agencies of progress.

Other issues:

· Privacy, confidentiality, record keeping, privilege etc. For example, the status of emails marked ‘private and confidential’. These fall outside the scope of the TIA Act.
· Something that is not prohibited by the TIA Act may still be prohibited by other laws.
TIA Act amendments

Stored communications

As a result of the amendments to the TIA Act, the term ‘stored communications’, which was introduced in the previous amendments (and gave rise to agencies being able to copy or view emails regardless of the knowledge of the sender), has been altered and no longer has any bearing on how email is managed in agencies. 

The TIA Act no longer expressly deal with emails or other communications stored on ICT systems and has reverted to regulating interception by applying general principles to all forms of communications as was the case before 2004. However, the amendments have introduced new concepts which may assist in determining the limitations placed on agencies when dealing with emails.

Definitions and terms for interpreting the TIA Act

The 2006 amendments to the TIA Act restrict viewing or making copies of emails, without the knowledge of the sender, before receipt by the addressee. Under the changes to the TIA Act, an agency may now only view or copy an email if at least one of the following is true:

· The sender knows this will occur.

· The email is ‘accessible’ to the addressee.

· The viewing or copying falls within an exception for maintenance activities. 

The application of the TIA Act in agencies therefore presents a number of issues concerning processes for monitoring emails. The following information regarding definitions should be considered when developing agency monitoring processes.

Definitions

Unlawful interception

Section 7(1) of the TIA Act

A person shall not:

a)
intercept;

b)
authorise, suffer or permit another person to intercept; or

c)
do any act or thing that will enable him/her/another person to intercept,

a communication passing over a telecommunications system.

Consequences – breach of Section 7(1)

· S 105 – an offence punishable by up to two years imprisonment, to intercept or to use the information.

· S 107A – civil remedies, including damages and injunctions.

A ‘communication’

includes emails, as well as telephone conversations and other forms of electronic communication.

‘Intercept’

means listening to or recording the communication without the knowledge of the sender
· Recording is defined as ‘recording or copying the whole or a part of a communication’.

· ‘Listening’ does not apply to emails – it does not equate to reading.

· ‘Whole or part’ means that copying attachments only is still copying.

What is ‘copying’?

· Must consider its ‘plain English meaning’.

· To copy is to duplicate or reproduce something.

· The creation of copies is an essential part of the transmission of emails. The application of the concept to emails is therefore often artificial.

· However, the TIA Act issues for an agency arise once an email enters the agency’s computer network.

· For copies made by an agency, there is no reliable indication that the length of time a copy exists or, in most cases, the purpose for which it is created is important when determining whether a breach has occurred.

· A copy – lawful or unlawful - may therefore include:

· the first record of the email on the agency’s system

· the copy on the mail server

· the copy on the recipient’s PC

· a copy included in a network backup

· a quarantined copy of email

· possibly, a transient copy created for automatic electronic scanning purposes

· a copy appearing on screen when a human views an email

· the copy of a viewed email that is cached in the viewer’s PC.

· A human reading or viewing an email may therefore be tantamount to copying the email.

Passing over a telecommunications system

· commences when sender clicks ‘send’

· continues to pass until it becomes accessible to the intended recipient.

Accessible

· A communication is accessible if it:

· is under the control of the intended recipient, OR
· has been delivered to or received by the telecommunications service provided to the intended recipient.

· An email is therefore accessible if:

· the email has been accessed by the addressee, whether or not the email has been read, OR 

· the email is available to the addressee, even if the addressee is not aware that the email exists, e.g. the email is on the employee’s PC, or is on the mail server and able to be downloaded by the employee from their PC, but the employee is not logged on and has not yet downloaded the email.

Intended recipient of a communication

The intended recipient is the addressee. 

· If the communication is addressed to an individual (either in the individual’s own capacity or in the capacity of an employee or agent of another person) – the intended recipient is the individual.

· If the communication is addressed to a person who is not an individual – the intended recipient is the person.

· If the communication is not addressed to a person – the intended recipient is the person who has, or whose employee or agent has, control over the telecommunications service to which the communication is sent.

Maintenance exception

· A person may record or copy an email where it is reasonably necessary for the person to intercept the communication in order to effectively perform duties concerning the maintenance of equipment or a line.

· This may arguably apply to practices designed to prevent entry of viruses, security breaches, flooding attacks, overloading of network with spam etc.

· It may also be lawful for some emails that contain or are reasonably suspected to contain security threats or spam to be viewed by humans and dealt with in other ways, as persons who deliberately send such emails must be aware that they will often be intercepted.

Applying the TIA Act

Applying the TIA Act to network monitoring activities is difficult. Some network monitoring practices are clearly lawful, but others are more dubious due to uncertainties in interpreting the TIA Act. The TIA Act was not designed to address these issues.

Unfortunately, what is safest for agencies for the purposes of protecting agencies’ computer system from security threats or misuse is inversely proportional to what is safest from a legal perspective.

The TIA Act suggests that the legally safest approach would be to:

· not scan or monitor or block or quarantine emails at all

· allow emails to go directly to the addressees’ mailbox on the mail server, available for downloading by the addressee

· allow agency personnel to access and copy the email only once the email is available for downloading by the addressee.

This approach is, of course, unlikely to be acceptable to most agencies. If any scanning, quarantining or other practices are to be followed outside of the above policy, it is necessary to consider the TIA Act issues surrounding those practices. Due to the lack of certainty in the Act, a degree of legal risk is unavoidable, and this fact sheet is intended to provide an indication of the comparative levels of those risks and identify some practices that may represent reasonably safe compromises between legal risk and operational necessity. 

Scanning emails

One of the most significant impacts on current agency processes as a result of the latest amendments to the TIA Act concerns the scanning of email. Scanning an email usually involves making a copy of the email, even if the scanning process is automatic, electronic and the copy is transient. Crown Law advice outlines a range of possible scanning activities commencing with those which will definitely not contravene the TIA Act, and others that are less certain or clearly unlawful. Note that the risks associated with scanning only arise if:

· The scanning occurs before the email is accessible to the addressee, and 

· The sender of the email is not aware that the scanning will occur.

Safe
Use automated electronic scanning and filtering applications that:

· do not create copies of the email, however transient, OR
· scan the email but only create a copy of the information accompanying the communication (e.g. header and coded information identifying types of attachments), OR
· scan the email but only create transient copies for the purpose of identifying viruses, security threats, flooding attacks and possibly spam, relying on the exception for maintenance purposes. Do not keep copies unless necessary for those purposes.

May be safe

Use automated electronic scanning for any purpose, including inappropriate content issues, provided that any copies created are only transient. This relies on interpreting the meaning of ‘copying’ in the TIA Act narrowly as only extending to more permanent copying or recording of emails. If automated scanning for inappropriate content (as opposed to scanning for maintenance purposes) is to be implemented:

· before the email is accessible to the addressee

· without the knowledge of the sender;

· using a method other than one set out in 4.1.1, 

then it is necessary to rely on this interpretation, although it is untested as a matter of law. If, after automated electronic scanning, a human wishes to scan a particular email, then refer to sections 4.2 and 4.3 of this fact sheet.

Doubtful
Permit human scanning of emails, provided that any copies created are only transient. This would also rely on a very narrow interpretation of the meaning of ‘copying’, but is less reliable as it seems inconsistent with the privacy purposes of the TIA Act. 

Agencies should also refer to the FAQ sheet on Monitoring Email and the impacts of the TIA Act for the application of this issue in an operational environment.

Dealing with emails after scanning

Agencies need to match safe scanning with safe dealings with emails. What the agency wants to do with the email after scanning will influence the type of scanning they can safely do. The agency therefore needs to establish a protocol consistent with both activities.

Agencies often wish to ‘quarantine’ suspect emails identified by automated electronic scanning by blocking the email from access by the intended recipient. This may be unlawful if it constitutes making a copy of the email in circumstances where the email is not accessible to the intended recipient and the sender of the email is not aware that the scanning will occur. Crown Law advice suggests that in some circumstances it may be lawful to quarantine an email if it is still technically ‘accessible’ to the intended recipient. A possible method of achieving this is outlined in section 4.3. 

Crown Law advice also outlines certain possible dealings with emails after automated electronic scanning, some of which will definitely not contravene the TIA Act and others that are less certain or clearly unlawful.

Safe
If your scanning processes are safe (see Section 4.1 above) then:

· Block or delete suspect emails detected by those scanning processes. Do not keep copies or view. The TIA Act does not oblige an agency to deliver emails, AND/OR
· Quarantine emails only to the extent necessary to identify viruses, security threats, flooding attacks and possibly spam, relying on the exception for maintenance purposes. Human viewing of emails and retention of copies may be safe if it is limited to the extent necessary for maintenance purposes. 

May be safe
Follow the quarantining protocol outlined in Section 4.3 below.

Unlawful
Quarantine a copy of an email so that it is not accessible in any way by the addressee (even as outlined in section 4.3 below), without the knowledge of the sender and for reasons that fall outside of the maintenance exception.

Agencies should also refer to the FAQ sheet on Monitoring Email and the impacts of the TIA Act for the application of this issue in an operational environment.

Making an email accessible by providing a degree of control 

It is not unlawful interception if an email is copied when it is accessible to the intended recipient.

Section 3 above explains how the term ‘accessible’ may apply to emails.

The definition of ‘accessible’ in the TIA Act includes circumstances in which an email is ‘under the control of’ the intended recipient. The Explanatory Memorandum for the TIA Act indicates that ‘accessible’ should be afforded a wide meaning and that it does not matter whether or not the email has been accessed and read by the addressee. 

It is therefore reasonable to suggest that an email may be accessible to an addressee even if the addressee cannot immediately read or download it, provided that the addressee has some degree of control over its fate. 

The prohibition in the TIA Act is concerned with the sender’s knowledge that an email will be copied. The consent of the intended recipient to copying is therefore not enough. However, once the intended recipient has control over the email, the knowledge of the sender as to who may copy the email becomes irrelevant.

If a protocol can be followed that affords such control to the addressee, then it may allow opportunities for an agency’s authorised personnel to copy the email for other purposes – such as network security and acceptable use issues, presuming that the sender does not know the email will be copied and that the maintenance exception does not otherwise apply.

Two possible protocols can be identified. Each protocol involves the following circumstances:

1 Email is received by the agency’s ICT system.

2 Agency’s automated scanners check for security threats and unacceptable use and inappropriate content issues, using applications that comply with the principles considered in section 4.1 above. 

3 If the email is cleared, it lodges on the mail server as a file available to the addressee. Once it is available in that way it may be copied and viewed by the agency.

4 If the email is not cleared, either:

· the email is blocked from progressing further into the ICT system, so that no copy is made or any copy made is immediately deleted (this is the safest approach – see 4.2.1 above), OR 

· the email lodges on the agency’s ICT system in a form locked against immediate access by the addressee, and the system simultaneously and automatically generates an email message to the addressee advising that an email has been received and quarantined because it raises concerns for security or policy reasons, and, if possible, broadly indicating the reason identified.

The email to the addressee should provide the addressee with some element of control over the fate of the email. There are two possible approaches at this point. 

Option 1: Deletion or self release

· The automatic email to the addressee should give the addressee an ability to choose, by clicking on a link or otherwise responding in a certain way, either:

· that the email be deleted (as a result of the addressee’s response or if the addressee takes no action for a set period), OR
· that the email be forwarded to the addressee. 

· Having received the automatic email, the addressee is able to delete the email or draw down the email and therefore has some control. The agency’s personnel may therefore copy or view the email once the automatic email is sent.

Option 2: Deletion or manual review

· The automatic email to the addressee should give the addressee an ability to choose, by clicking on a link or otherwise responding in a certain way, either:

· that the email be deleted (as a result of the addressee’s response or if the addressee takes no action for a set period), OR
· that the email be manually reviewed by an authorised agency employee before being forwarded (or other appropriate action taken).

· If the addressee agrees to the email being manually reviewed, the authorised employee may view the email and forward it, or take other appropriate action.

· The email should not be manually viewed by agency employees other than in accordance with the addressee’s choice.

From a legal perspective, Option 1 is safer than Option 2 as it provides more direct control to the addressee. 

An agency might choose to apply different levels of security depending on the nature of the detected threat. It might block some emails entirely, or allow either self release under Option 1 or the alternatives under Option 2, depending on the issues detected.

Agencies should also refer to the FAQ sheet on Monitoring Email and the impacts of the TIA Act for the application of this issue in an operational environment.

Spam and security threats

The maintenance exception may permit scanning for and quarantining of spam and security threats, e.g. to prevent damage to or overloading of a network. If the maintenance exception does not apply, then the agency needs to follow the same rules that apply to any other email. This includes considering the approach outlined in section 4.1.2 above concerning automated scanning for any purpose, provided that copies created are only transient. 

Agencies dealing with spam and malicious emails would also have a strong argument that the senders know their emails will be scanned and blocked, quarantined, viewed or otherwise copied.

Agencies should also refer to the FAQ sheet on Monitoring Email and the impacts of the TIA Act for the application of this issue in an operational environment.

Absent employees

As viewing or copying an email is only lawful if the email is accessible to the addressee, some changes to agency policies concerning emails directed to absent employees may be also required:

· Strictly speaking, agencies should not copy and view emails addressed to employees who have ceased employment. These email accounts should be shut down and all emails should be blocked at the gateway to the network. Emails that were received by the employee before leaving may be copied and viewed.

· If employees are on leave and email is delivered or available to their mailbox, advice from Crown Law suggests that the email can still be regarded as having been delivered to the intended recipient and can therefore be copied or viewed by the agency.

· If employees have been transferred within the government, email accounts should be shut down and all emails either blocked at the gateway or automatically redirected at that point. Emails that were received by the employee before leaving may be copied and viewed.

Application of the TIA Act to typical monitoring activities

Email drafted by sender but not sent

The sender’s employer may copy the draft email, without the knowledge of the sender as the sender has not yet sent the email and therefore it is not communication passing over a telecommunications system. The TIA Act does not apply.

Email transmitted or sent by the sender

The sender’s employer may not, without the sender’s knowledge, copy the email in the process of the email exiting the employer’s ICT system. Uncertainty remains as to whether it is lawful for the employer to use automated scanning systems on emails exiting the employer’s ICT system, subject to similar factors and processes relating to incoming mail. However, it is easier and more prudent for employers to ensure that the senders (employees) sending emails know that these activities will take place.

The issue of access to copies of emails in the sender’s (employee’s) sent box involves some uncertainty as it will not usually be possible to ascertain whether the email has been received by the addressee. If it has not, then the communication can still be considered as ‘passing over the telecommunications system’. However, the TIA Act does not expressly address the status of the copy on the sender’s equipment. Ensuring that senders (employees) know that their emails may be copied and viewed should overcome any risks.

Email passes the gateway into the employer’s ICT system

Once an email enters the employer’s ICT system, a number of issues arise. Most of these issues involve email filtering, whether by automated systems or the agency’s authorised employees (see Section 4 above).

Email delivered to employee’s terminal and read by employee

The employer may copy and view the email as it has clearly ceased passing over the telecommunications system as it has reached the point of being under the control of the addressee.

Email delivered to employee’s terminal but not read by the employee

The employer may copy and view the email as the email has ceased passing over the telecommunications systems as it has reached the point of being under the control of the addressee. The employer may access the email in the memory of the employee’s computer. This applies even if the employee is not aware that the email has been received.

Email delivered to employer’s mail server and available to employee by accessing the server with the employee’s email client

The employer may copy and view the email as the email at this point is under the control of the employee as the employee will be able to access the email on the mail server by logging on to their computer and using the email client. 

Agencies should also refer to the FAQ sheet on Monitoring Email and the impacts of the TIA Act for the application of this issue in an operational environment.

Note

The employer’s rights to access emails remain subject to a range of restrictions such as the principles regulating the exercise of administrative power, privacy standards and legislation, common law privileges, agency specific legislation and ownership of or lawful access to the ICT equipment on which emails are stored. 
Need more information?

For more information:

· visit the Information Standard 38: Use of ICT Facilities and Devices Toolbox
· email qgcio@qld.gov.au
· contact the Information Standards Coordinator on 340 43409.

Copyright

Email monitoring 

Copyright © The State of Queensland (Department of Public Works) 2009
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