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Glossary

For consistency and completeness the glossary for this document is contained in the Queensland Government’s Authentication Framework (QGAF) document. 

1 Introduction

The purpose of the Queensland Government Authentication Framework (QGAF) is to guide agencies in the determination of authentication requirements for business services. This document is one of a number of documents which support the QGAF and is to be read in conjunction with the framework and is not designed to be used for any other purpose. 
The purpose of this document is to provide guidance on:

· The concepts behind authentication.
· The choosing and issuing of authentication credentials that match the QGAF Identity Authentication Assurance Levels as part of the QGAF process.

· The operation of common authentication mechanisms.

This document is intended to address authentication mechanisms and credential issues across all delivery mechanisms, including both on-line services and physical services. A strong authentication process for all delivery mechanisms is vital as services are increasingly offered on multiple channels and across multiple agencies.
The processes involved in issuing and revoking an authentication credential are detailed in the companion document Queensland Government Identity and Registration Concepts.
1.1 Strategic Context

This document is one of a series of documents that provide supporting information to the QGAF. It is part of the Queensland Government’s Information Security Strategy.

The Queensland Government Information Security Strategy is an initiative to improve Information Security both within an agency and in collaboration across government, whilst optimising resources used in achieving compliance. It is intended to create a ‘standardised capability’ information security baseline across Queensland Government and a set of frameworks which will help ensure effective integration and interoperability of services both within the Queensland Government and with major partners including local and federal governments. It should be noted that the strategy is intended to apply to all information assets, both physically and electronically. 

1.2 Scope

It should be noted that this concepts document does not attempt to provide information on the costs of the various authentication mechanisms and devices described due to the highly volatile nature of the cost of these devices and associated systems. Agencies will need to undertake their own analysis of costs and benefits when developing business cases for the implementation of these systems.

2 Authentication Concepts

A fuller definition of the terms and processes involved in authentication is contained in QGAF is the section “Information Security context for service delivery”, though this section contains some definitions in support of the following discussion.
Authentication is a process that tests a claimant’s assertion of their identity against an earlier registration process. Various means are used to support this assertion, known as authentication mechanisms. Examples of commonly used mechanisms are passwords, PIN numbers, One time passwords generated by a device, Software tokens (a key or digital certificate that is stored on removable media), photo identification documents, and hardware devices. More explanation of these mechanisms is provided in section 3 of this document. 
Authentication credentials are supplied to the client after successful registration of the client’s identity, and are “objects” that bind an identity to a set of attributes contained in a specific record of registration. 
A credential may be as simple as the user’s knowledge as in shared information or passwords (a logical object). A credential can also be a “software” device, such as a digital certificate, or a physical object, such as a one-time-password generating device, a magnetic-stripe card, a smart card containing a digital certificate, or a code book. Physical device credentials are also commonly called tokens (though this most correctly refers to the information stored in the device).
Credentials provide a level of confidence that the client returning to the service is in fact the same client that was previously registered. The stronger a credential, the higher the level of confidence a service provider can have that the client returning to the service is in fact the same client that was previously registered. 

Presentation of the credential by the client negates the requirement for the client to be re-registered (and hence present proof of identification) for every transaction as the authentication credential is proof the client requesting a transaction is already registered.

Where services are provided via traditional, non-electronic systems, various authentication mechanisms and credentials are used. Clients are required to sign forms or letters or other types of correspondence as proof that they supplied the information contained in those documents. Clients may be required to supply an identification number or a case number, and they may be required to provide evidence that they are who they say they are, such as driver’s licence or birth certificate. In some case, clients may need to attend the relevant service provider’s office in person.

Most of these methods will not work online. Where services are provided online, agencies will need to reassess how they authenticate users. Notably, the use of existing methods of authentication requiring physical presence may reduce or eliminate the convenience of online service. Failure to properly authenticate a transacting party may lead to situations such as the illegal transfer of funds, unauthorised ordering of goods or the mischievous alteration of data. Authentication therefore underpins confidence in physical and electronic transactions and is a vital component of e-commerce, which depends upon transactions being accepted as valid and binding.

There are three main classes of credential are colloquially expressed as something you know, something you have and something you are. 
Authentication by knowledge (e.g. password, PIN) assumes that the knowledge used to authenticate the claimant is only known by the registered individual. This method requires a protocol that allows the claimant to show they know the secret without risking disclosure to 3rd parties. 
· Authentication by possession and control of an object (e.g. a smart card, one time password generating device, identity card, door key etc.) provides confidence in the asserted identity based on the assumption that the object is difficult to duplicate and that the authorized user keeps the object secure and under their exclusive control. For remote authentication this method requires a protocol to demonstrate that the object is currently in the user's possession (e.g. the user types in the one-time password that is currently displayed on the device display). 
· Authentication by physical characteristic (e.g. fingerprint, iris pattern, photograph etc.) relies on measuring a characteristic of the individual that is unique among the population of registered individuals. 
Authentication can fail in one of two ways. 
1) A false positive occurs when a person is successfully authenticated to an identity that is not associated with them. This type of failure represents a great risk to any system. 
2) A false negative occurs when the system rejects someone, when in fact they are supposed to be correctly associated with the identity. A false negative can be considered as one form of denial of service problem, because the legitimate person is not allowed to conduct transactions.

To increase security, multi-factor authentication can be used, and this is mandatory at higher authentication levels (authentication assurance levels 3 and 4). Multi-factor authentication involves combining two ore more authentication credentials to authenticate an identity. Usually it is more secure if the different authentication credentials are of different types: for example a password (something you know) combined with a magnetic swipe card (something you have). In this example, someone seeking to falsely authenticate to a system would need to both have the card (or a copy) in their possession and know the password/PIN.
2.1 Identity Authentication Assurance Levels

The QGAF outlines the five levels of Authentication Assurance that must be maintained in order to provide adequate security and confidence of client transactions and information. To achieve these assurance levels there is a requirement to implement Identity Authentication Assurance Levels (IAAL). Each subsequent IAAL delivers increasing levels of confidence in the authentication mechanism. The five IAAL’s outlined in QGAF are shown in Table 1.
	Identity Authentication Assurance Level
	Confidence Provided
	Description



	IAAL-4
	High confidence


	The highest practical authentication assurance is required. Generally requires that biometrics are being used, adding a third factor to the authentication process.

	IAAL-3
	Moderate confidence

	A moderate level of confidence in the authentication mechanism is required. Strong cryptographic authentication mechanisms must be used. Generally speaking this level of authentication will require two factors.

	IAAL-2
	Low confidence
	A low level of confidence in the authentication mechanism is required. The mechanism needs to prevent common forms of attack, such as: eavesdropper, replay, and online guessing attacks. For example, a password over an encrypted link. However, strong cryptographic authentication is not mandatory.

	IAAL-1
	Minimal confidence
	Authentication is performed, but there is little assurance placed upon it. For example, a challenge-response password mechanism.

	IAAL-0
	No confidence
	No authentication is performed. Included for completeness only, but does not represent any authentication process.


Table 1: QGAF Identity Authentication Assurance Levels

2.2 Authentication mechanisms usage summary
Table 2 lists the main types of authentication mechanisms, their supported assurance levels, and the service delivery channels over which they can be used. 
The delivery channels for authentication are described in the QGAF. 
Local authentication involves authenticating a client through face to face contact rather then over electronic communication channels. Local authentication generally involves checking various documents / credentials that provide evidence of identity, such as picture identification document (for example a student card, employee ID card or drivers licence) or using a knowledge based question (such as asking for the persons address or birth date which is already known to the service provider). Threats to local authentication largely centre around forgery of the credentials.

Remote authentication occurs when the claimant and verifier are not physically proximate. Remote authentication can occur over a data channel such as the Internet, or over a voice channel such as the telephone. More information on remote authentication threats is provided in section 4.1 of this document.
In essence, all methods that facilitate remote authentication over a public data channel make use of secret information of some kind, be it simple, such as a password, or more complex, such as a cryptographic key. The claimant authenticates by proving that the secret information is in their possession and control. Successful remote authentication over a data channel results in a session which may require confidentiality/integrity protection via a negotiated session key. Such protections need to be able to resist session hi-jacking attacks. Issues associated with session establishment and protection is beyond the scope of QGAF.
The following table provides a summary of the assurance levels obtainable from various authentication mechanisms. More detail on each mechanism and the conditions which need to be met in order to obtain the required levels is contained in Section 3. Any mechanism in the below table which has an ‘+H ‘attached indicates that special hardware is required in addition to the authentication mechanism itself (eg smart card reader or fingerprint scanner).
	
	Assurance Levels Possible

	Remote Data Channels
	Remote Voice Channels
	Physical Channels

	
	
	Web
	Public Kiosk
	Mobile Data Link
	Auto Voice Response
	Phone + Operator
	Mail
	Service Counter

	PIN
	1
	Yes
	Yes
	Yes
	Yes
	No
	No
	Yes +H

	Signature
	1,2
	No
	No
	No
	No
	No
	Yes
	Yes

	Software Token / Certificate
	1,2
	Yes
	No
	No
	No
	No
	No
	No

	Password
	1,2
	Yes
	Yes
	Yes
	No

	No3
	No
	No3

	Knowledge Based
	1,2
	Yes
	Yes
	Yes
	Yes
	Yes
	No
	Yes

	One Time Password – No PIN or Password
	1,2
	Yes
	Yes
	Yes
	Yes
	Yes
	No
	Yes

	Hardware cryptographic token
	1,2
	Yes +H
	Yes +H
	Yes +H
	No
	No
	No
	Yes +H

	Photo Identification Document
	1,2,3
	No
	No
	No
	No
	No
	No
	Yes

	Software Token with PIN or password
	1,2,3
	Yes
	No
	No
	No
	No
	No
	No

	PIN and Card
	1,2,3
	Yes
	Yes
	Yes
	No
	No
	No
	Yes

	Hardware cryptographic token with PIN/Password or Biometric
	1,2,3,4
	Yes +H
	Yes +H
	Yes +H
	No
	No
	No
	Yes +H

	One Time Password – Generated or Received with PIN/Password or Biometric
	1,2,3,4
	Yes
	Yes
	Yes
	Yes
	Yes
	No
	Yes


Table 2: Authentication mechanisms and applicable service delivery channels

Passwords are not recommended for use over service delivery channels where they need to be disclosed to a human verifier because of the risk that they will be overheard by persons in the vicinity of the claimant. Spoken delivery is not an option when resistance to replay attacks is required (i.e. at level 2 assurance). 

3 Authentication Mechanisms and Credentials
This section represents the various authentication mechanisms, and associated credentials, which can be applied to an authentication framework. It provides all details relating to each mechanism and the assurance levels each mechanism is best suited. 
It is of course important to note that the security of the following credentials is maintained in order for them to function effectively as an authentication mechanism. Thus, passwords, pins and other knowledge based authentication mechanisms should never be revealed to anyone. Digital certificates, smart cards, one-time-password tokens and other devices used for authentication should be kept securely, and their loss notified to system and security managers as soon as the loss is detected.

3.1 Signatures

A commonly used form of authentication credential for physical service delivery channels such as mail and service counters. It provides a minimal to low level (levels 1 or 2) of identity authentication assurance, and is best when verified from a photo identification document.
3.2 Knowledge Based Authentication

Information that is known to the client and the service provider and can be used to verify an identity. This method should be used carefully as the information cannot be guaranteed to be a secret.

In knowledge based authentication the verifier asks the claimant a series of questions that they should be able to answer from their existing personal knowledge. The questions should be chosen so that only the real client would know the correct answers. The information could be of three types:

· fixed personal data (e.g. mother’s maiden name, date of birth) 

· variable data (e.g. date and amount of last payment/receipt/claim) 

· specifically designed shared secrets (where the client provided a series of questions and answers to the agency). 

Note that knowledge-based authentication does not include PINs and passwords. While they may also be classed as knowledge, they are excluded from the scope of this mechanism because they must be memorised specifically for the purpose of authentication. Knowledge based authentication leverages the client’s recollection of information that is not specifically learned for authentication.

Advantages:

· Can be used to authenticate clients over the telephone, in person or online.
· Can be used to authenticate clients who have forgotten their password or lost other types of authentication credential.
· Answers to personal knowledge questions are less likely to be forgotten than an infrequently used password. Handling the large number of password reset requests associated with an infrequently used service may add significant cost. This mechanism can be effective in online authentication settings as an alternative to passwords, particularly where service use is infrequent. 
The disadvantages, vulnerabilities and countermeasures for knowledge-based authentication are listed in the table below.
Assurance Levels:

Knowledge-based authentication can meet assurance level 1 when used as a single authentication factor. At least some authentication questions that are not based on fixed personal data must be included.

Knowledge-based authentication can meet assurance level 2 when used as a single authentication factor when questions based on variable data derived from prior service delivery events and transactions are included.

	Disadvantage or Vulnerability
	Countermeasure

	Fixed personal data is private but not secret

Personal data ‘Secrets’ can’t be revoked or changed if compromised

‘Secret’ quality of answers degrades over time with use
	· Since the answers to secret questions based on fixed personal data (e.g. date of birth, mother’s maiden name, place of birth, driver’s license number) cannot be revoked if an attacker knows them, they should not be exclusively or significantly relied on as authenticators.

· At assurance level 1, knowledge based authentication questions that are not based on fixed personal data are required.
· At assurance level 2, questions based on variable data derived from prior service delivery events and transactions are required.

	Requests for personal data for the purpose of authentication may infringe a person’s right to privacy

Personal data must be carefully protected to meet obligations under relevant privacy regulations. This may add costs
	· Minimize the amount of personal information collected and the period over which it is retained.

· Do not ask questions for authentication purposes whose answers may be considered confidential or sensitive.

· Provide options and alternatives for clients who don’t wish to provide personal information that is not related to service delivery.

· Ensure access to answer data is tightly restricted. 

	Clients choose secret questions whose answers are not secret
	· Provide a large number of candidate questions for users to select and answer during registration.

· Base questions on trivial facts, opinions or preferences e.g.

· What was the colour of your first bicycle?

· What musical instrument did you play the most in high school?

	Answers given over a telephone may be overheard by an eavesdropper
	· Include questions with yes/no or simple numeric answers

· Have a large set of potential questions and always ask a different subset of questions from these


Table 3: Vulnerabilities and countermeasures for knowledge-based authentication
3.3 Passwords
A password is a secret sequence of printable characters possibly including upper and lower case letters, numbers, punctuation and special characters that a user can memorise.

Passwords are simple to implement and potentially cost effective since they do not require specialized hardware. However, to attain level 2 assurance passwords requires careful implementation and management because they have a broad range of vulnerabilities. 
Assurance Levels:

Passwords meet assurance level 1 when used as a single authentication factor with an authentication protocol that:

· resists replay attacks,

· implements the required level 1 countermeasures in Table 4. These are primarily though not exclusively aimed at defeating online guessing attacks,

· supports an assurance requirement that the password not be transmitted across a data channel in plaintext.

To meet level 2 assurance, passwords must

· meet the level 1 requirements and,

· be implemented with an authentication protocol that is resistant to eavesdropper attacks and,

· implement the required countermeasures for level 2 listed in Table 4.

Level 2 assurance requires an authentication protocol that resists replay, online guessing and eavesdropper attacks (see Table 6).

Due to their widespread use and apparent advantages, password vulnerabilities are described in some detail in Table 4, together with possible countermeasures and the assurance levels at which they are required.

	Disadvantage or Vulnerability
	Countermeasure

	Secure passwords are hard to remember so without constraints, users tend to choose passwords that are easy to guess
	· Reduce the attacker’s chance of guessing correctly by enforcing a minimum password length constraint when users chose a new password. An enforced minimum length of 7 characters is required at assurance level 1.

· Reduce the attacker’s chance of guessing correctly by enforcing minimum password complexity requirements. In cases where complex passwords are used only infrequently, a percentage of users will write their password down. The added security gained from enforced complexity must therefore be balanced against the potential reduction in security from exposure of a written password. Note that writing passwords down is not necessarily a bad thing of itself – the relevant issue is whether the user can keep a written password securely. Complexity requirements must be balanced against the expected frequency of password use and the technical sophistication of the user community. These are judgments that the implementing agency must make. Enforcing complexity means that a new user selected password must be checked by the system to ensure that it complies before it will be accepted. An indicative complexity policy that may be appropriate at assurance level 2 could require that passwords: 

· Include both upper and lower case characters.

· Include at least one number.

· Include at least one non-alpha numeric character.

· Do not have a single character repeated more than 3 times.

· Do not include a permutation of the username.

· Provide guidance to users on how to select a password that is memorable yet secure. Make this guidance immediately available when a user is selecting their new password. Mnemonic techniques have proven to be very effective in this regard. Example guidance might be something like this: “One way to choose a secure password that is easy to remember but hard for other people to guess is to take the first or last letters from a sentence of around 8 words. Include some uppercase letters and a number and/or special character in positions that are related to the words. For example: 

· The sentence “I normally rise at seven in the morning” can be used to create the password “InR@7itm”. 

· The sentence “My first grade teacher was Mr Henry” becomes “^^1GtwMH”. 

· The sentence “I like strong black coffee with two sugars” becomes “1Lsbcw2s!”.

· Avoid using well-known phrases like “an apple a day keeps the doctor away” or “Aaadktda”.

· Don’t use any of these examples as your password – take a moment to think of something simple and personal to you that is sufficiently familiar and ingrained that you will remember it” 

· At assurance levels 1 and 2, password selection guidance is required. In addition to positive selection guidance as suggested in the previous point, the user should be given advice on what constitutes a poor password. For example: Your password should not consist of:

· Any word that can be found in an English or foreign language dictionary.

· Your account/user name or any a permutation of it.

· Personal information such as your name, date of birth, your pet's name, your mother's maiden name, your phone number, etc. 

· Names from popular books, music, movies, mythology etc. 

· Obvious sequences of numbers, letters, or adjacent characters on the keyboard. 

· Any of the above with numbers appended.

· Consider comparing newly selected passwords against a password dictionary containing entries as described in the previous bullet point Refuse those that match.

· Reduce an attacker’s chance of guessing correctly by limiting the number of failed login attempts. One of the following strategies is required at assurance level 1:

· Enforcing account lockout after a predefined number of failed attempts (5 or 6 being common values). An administrator may be required to reset the account. Account locking has the disadvantage that an attacker may purposely lock a user’s account to deny the user access. However, the corresponding advantage is that an attacker’s concerted guessing attempts will not go unnoticed. A further disadvantage is the increase in administrative effort required to reset locked accounts when legitimate users fail to enter their passwords correctly.

· Progressively increase lockout delay between failed login attempts e.g. after three failed login attempts lock the account for one minute. Increase the lockout time by a minute for each additional failed attempt. This strategy can prevent successful brute force searches without the denial of service risk associated with the previous strategy.

	Malicious key-stroke logging software can capture passwords
	· Advise users to install virus checking and spyware detection software and to keep virus signatures up-to-date. Apply security patches as soon as they are made available.

· If the application is sensitive, consider advising users to avoid using public access terminals such as those in Internet cafes. 

	Password reset protocol can reduce assurance
	· If the procedure to allow a user to request a reset of their password is balanced too much towards convenience, an attacker may be able to masquerade as a legitimate user and request that a ‘forgotten’ password be reset to one that they can use to successfully authenticate.

· To counter this threat, the new password can be sent via an out of band channel, e.g. emailed to an address that was nominated and confirmed as being operative when the user registered or sent via SMS to a previously nominated mobile phone number.

· If a password can be reset after successful knowledge based authentication, the assurance of the knowledge based authentication should match the required assurance level of the password authentication mechanism. 

	Social engineering attack 
	· An attacker may be able to convince an authorized user to reveal their password on the basis of a plausible but untruthful pretext. Phishing attacks are an example. In a typical phishing scenario, an attacker sends users an email requesting that they ‘validate’ their account for security reasons. The email includes a link to a fake web site that looks like the legitimate one. To ‘validate’ their account the user enters their password at the fake site and thereby discloses it to the attacker. 

· This vulnerability may be countered through user education. 


Table 4: Vulnerabilities and countermeasures for passwords
3.4 PIN

A PIN (Personal Identification Number) is a secret sequence of digits that a user can memorise and are in effect a specialised form of password. PINS are most often used in conjunction with a card of some form (see PIN and Card below) but may also be used as s digit only password. This is particularly common where the telephone is used as a service delivery channel. 
Disadvantages:

· Whether due to security policy or as a result of simple forgetfulness, a user may occasionally need to change their PIN. If a user remembers their PIN, they may change it by simply authenticating with the existing PIN and then providing a new PIN. If a user forgets a PIN, a second authentication process must be used, such as knowledge based authentication, before being permitted to change the PIN.

· Suffers from many of the vulnerabilities of passwords.

Assurance Levels:

PINs used solely as a password function, i.e. without a supporting authentication credential such as a magnetic swipe card or similar, are able to support Level 1 assurance, providing the PIN is not transmitted across a data channel in plaintext. ACSI-33 states that “Agencies MUST NOT use a numerical password (often defined as a Personal Identification Number (PIN)) as the sole method of authorising a user to access a classified system.”

3.4.1 PIN and Card
PINs are widely used in combination with various forms of financial credit or debit cards in a form of two factor authentication. In this application, the PIN is generally encrypted and or hashed so it may be carried across public networks, and is used in association with information encoded on the card, such as a magnetic stripe.
Whilst this form of authentication is widely used in the financial industry, which has made a substantial investment in the required hardware devices, other two-factor authentication mechanisms which have more recently become available provide generally superior security, and are similar in cost. For this reason this authentication mechanism has not been included in the summary table of mechanisms to choose from, though it has been included here for completeness.
Disadvantages:

· PIN and card systems require hardware to read the card and encrypt the PIN, and the provision of this hardware requires careful planning and, sometimes, considerable expense.

Assurance Levels:

Where the PIN is encrypted or hashed by the PIN hardware, the assurance provided by this two factor mechanism is up to level 3.

3.5 One-Time Passwords

One means of improving the security of passwords is to provide the user with passwords which can only be used once. This prevents someone who may intercept the password from being able to use it themselves at a later time.

One form of one-time password is to physically send the user a sheet of paper with a sequence of passwords which can be used, with the user crossing each one off as they are used. Naturally, the security of this sheet of paper then becomes a major issue.

Various means of using technology to overcome this limitation have been used and are explained in more detail in the following sub-sections. 
Advantages:

· Minimal user training required since they employ a well understood password paradigm.

· Simple to integrate into legacy and web browser-based applications where traditional passwords have commonly been used.

· No requirement for additional hardware.

· A more effective solution than traditional passwords when authenticating users via un-trusted and higher risk computing devices/environments, e.g. public Internet terminals in libraries and internet cafes, where traditional passwords are susceptible to malicious keystroke logging software .

Disadvantages:

· Cost of providing the one-time-passwords.
· Does not provide protection against session hi-jacking since the one-time password does not provide or generate a cryptographically secure session key which can be used to encrypt the connection.
· Less support for non-repudiation services compared to mechanisms based on public key cryptography.
Assurance Levels:

One-time passwords as a single authentication factor meet authentication assurance levels 1 and 2. To attain level 3 assurance, (which requires multi-factor authentication) the passwords must be provided by either a password generating device or a password receiving device (see the following sub-sections).

3.5.1 One-time password generating device

A portable, personal physical device that generates single use or one-time passwords. The claimant reads the current password from the display and manually enters it, for example into a web browser to authenticate a secured session. To be able to enter the correct password, the claimant must possess that unique device. This is an example of the “something you have” class of authentication credential.

One-time passwords depend on cryptographic algorithms to generate the sequence of passwords which are generated using a symmetric block cipher or hash algorithm to combine a cryptographic key with a nonce
. The nonce can be a counter, date and time, or a challenge provided by the verifier (if the device has an input capability). 

Advantages

· As a tangible device, users should know if it is lost or stolen.

· May be used to authenticate to services over a phone which has a tone generating touch pad.

· No additional hardware is required other than the password generating device. This is an advantage over alternative higher assurance mechanisms such as smart cards which require card readers and associated driver software. This allows the device to be used from any client computer or phone as appropriate to the service delivery channel.
Disadvantages

· The cost of the device.

· The user must have the device in their possession in order to successfully authenticate.

Assurance Levels:

This form of authentication supports Level 4 if each of the following conditions are met:

· Client uses a tamper resistant physical device that must either be unlocked by presentation of a PIN or biometric or used in conjunction with a level 2 password.

· The device must be capable of generating at least one million unique possible password values. 

· The verifier must be cryptographically authenticated to the claimant prior to transmission of the one-time password (since verifier impersonation and man-in-the-middle resistance is required at assurance level 3 and 4). TLS [RFC 2246] could be used for this purpose.
3.5.2 One-time password receiving device

A portable personal physical device that is able to receive a one-time password via a data channel, e.g. mobile phone with short message service (SMS) capability or similar receiving capability.

A mobile phone with Short Message Service capability (or similar device such as a blackberry) can be used as the “something you have” component in a one-time password remote authentication scheme. In the simplest version of this approach, the claimant authenticates normally, e.g., via a traditional username and password. The verifier then sends a one-time password via SMS to the mobile phone number that is associated with the credential. This phone number will have been verified as being controlled by the registered identity during the registration process. A claimant who possesses the registered mobile phone will be able to read the one-time password from the device and enter it to complete two-factor authentication.

The channel by which one-time password is returned to the verifier (the authentication channel) must be different to the channel by which the device received the password (the out of band channel).

Advantages

· As a tangible device, users should know if it is lost or stolen.

· No additional hardware is required other than the password receiving device. This is an advantage over alternative higher assurance mechanisms such as smart cards which require card readers and associated driver software.

· As the device most commonly used is a mobile phone, which the claimant already owns for other purposes, the service provider avoids the cost of providing the one-time password device.

Disadvantages

· The user must have the device in their possession in order to successfully authenticate.

Assurance Levels:

Level 3 or 4 assurance requires that the claimant successfully authenticate via the authentication channel using and additional level 2 credential (e.g. a password/PIN) prior to the verifier sending the one-time password to the registered device over the out of band channel. 

Level 3 or 4 assurance requires that the one-time password be returned to the verifier over the same level 2 protected authentication channel. In addition to the usual level 2 requirements, the authentication channel must resist verifier impersonation and man-in-the-middle attacks. Level 3 assurance requires at least one million possible one-time password values.

3.6 Cryptographic keys
A particular class of secrets is known as cryptographic keys
. These are too long to memorise and need to be manipulated in complex mathematical calculations that require a computing device, and hence are made available through either software (software tokens or soft token) or hardware, (hardware cryptographic tokens or simply hard token). 

3.7 Software Token

A software token is a symmetric or asymmetric cryptographic key that is stored on removable media or the fixed storage of a general-purpose computer. The cryptographic key is generally stored encrypted under a key derived from a password or pass phrase. The user must supply a password to decrypt or ‘unlock’ the cryptographic key for each authentication event.
The decrypted copy of the cryptographic key should be erased after each authentication event (i.e., not cached). 

Advantages:

· Lower cost - allows public key cryptography and associated digital signatures to be used without additional hardware investment in physical devices and readers.

Disadvantages:

· Significantly less protection for the cryptographic key compared to hardware cryptographic devices – can give a ‘false sense of security’.

· Can be copied without authorisation by malicious software or an attacker with remote/physical access.

· Unauthorised copies are vulnerable to password guessing attacks – password complexity is the only defence.

· Password/passphrase vulnerable to keystroke logging software. 

· Plausible threats to the security of the cryptographic key undermine the strength of the non-repudiation property.
Assurance Levels:

Software tokens as a single authentication factor meet authentication assurance levels 1 and 2. 
To attain level 3 assurance, which requires multi-factor authentication, each of the following conditions must be met:

· The cryptographic key must not be stored unencrypted.

· The claimant must use a PIN or biometric or a level 2 password to decrypt the cryptographic key for each authentication event.

· The decrypted copy of the cryptographic key should be erased immediately after each authentication event. 

· The authentication protocol must resist replay, online guessing, eavesdropper, verifier impersonation and man-in-the-middle attacks.
3.8 Hardware Cryptographic Token

A hardware cryptographic token is a portable, personal physical device that stores asymmetric and/or symmetric cryptographic key(s). Examples include smart cards and USB crypto tokens. Successful authentication establishes that the authenticated party possesses and controls the device/token. 

To be effective, such devices:

· Should not provide a facility to export the key, even to the authorized holder of the token or administrators. 

· Should include protective features that make it very difficult for an attacker who has possession of the device to recover the key.

Advantages:

· Provides the highest level of authentication assurance when used as part of a multi-factor authentication (see assurance levels)

· It has the additional capability of being able to perform cryptographic computations using the key in such a way that it can prove that it knows the key without releasing or disclosing it. 

· When implemented correctly, provides the strongest non-repudiation property.

· Can use public key or symmetric key algorithms 

Disadvantages:

· High cost.

· May require additional hardware (readers) and associated software.

· Significant user training required.

Assurance Levels:

Hardware cryptographic tokens as a single authentication factor meet authentication assurance levels 1 and 2. To attain level 3 and 4 assurance, (which requires multi-factor authentication) each of the following conditions must be met:

· Claimant uses a tamper resistant physical device that must either be unlocked by presentation of a PIN or biometric or used in conjunction with a level 2 password.

· The authentication protocol must resist replay, online guessing, eavesdropper, verifier impersonation and man-in-the-middle attacks.

3.9 Photo Identification Document

This involves verifying the identity of a client against a photo identification document. It is possible that the service provider may implement security mechanisms to verify the provided document is an original document. 

Assurance Levels

Up to level 3.

The use of a photo ID and another biometric will meet the requirements of assurance level 4.

3.10 Biometrics

Biometrics are unique, measurable personal attributes that can be used to identify a natural person. Examples of these include: facial pictures, fingerprints, DNA, iris and retina scans, voice-prints.

A biometric makes use of some aspect of an individual’s body such as a fingerprint, voice recognition, iris scans or hand or face geometry. A series of initial readings are performed to obtain a base reading that is then used for later comparison as part of the authentication process. 
The security of biometric authentication depends upon capturing a fresh, true reading of the claimant’s characteristic. Because the features that biometrics measure cannot be changed or revoked, it is important that biometric systems are not designed with the assumption that the data produced by a reading is secret. Biometrics can only be used as a single authentication factor when the reader is operated and supervised by trained personnel and the claimant is physically present. They cannot be used in single factor remote authentication because the verifier cannot be confident that the reading is fresh and taken from the current claimant.
Advantages:

· Can be used to authenticate individuals who are physically present, such as controlling access to buildings and other physical objects, but only when the claimant can be directly observed and authenticated by a secure device that is controlled by the verifier.

· Can be used in conjunction with another form of authentication method in order to provide increased assurance that the identity is as claimed. For example, they can be used to unlock a hardware device that generates one-time passwords.

· Cannot be easily changed or revoked. This makes biometrics useful for identification, (i.e., which identity matches this biometric reading?) as well as authentication (i.e. does this biometric reading match the claimed identity?).
Disadvantages:

· Cannot be used as an authentication method in single-factor remote authentication.

· Cannot be changed or revoked. This is only a disadvantage when poorly designed biometric authentication systems assume that biometric readings can be kept secret. It also means that a biometric based credential cannot be replaced if the biometric is somehow compromised or faked.
· Biometrics require special tools to make the readings and assessment is a matter of reaching a balance between “false positives” and “false negatives”. Because of the nature of a biometric, there must be some variability allowed in the readings. For example the ridges of a fingerprint look slightly different depending on the angle of the finger and the amount of downward pressure exerted. “False positives” occur when the settings are too liberal allowing an incorrect positive authentication for the wrong person. “False negatives” occur when the settings are so extreme that the correct person is constantly rejected because the match is not exact enough.
· Can be personally intrusive, or even compromise a person’s privacy.

Assurance Levels

As discussed above, biometrics are not suitable for use as a single factor authentication. Biometrics are best used to supplement an existing authentication credential to provide an enhance security level. Therefore it is recommended that biometrics are only used to enhance an QGAF Authentication Assurance Level 3 to achieve QGAF Authentication Assurance Level 4 and is not considered for any other use as the primary authentication credential. 
3.11 Time and Location Dependent Authentication Mechanisms

In addition to the commonly used mechanisms which are based on something you know, something you have, or something you are, other factors can also be considered during authentication, including someplace you are (location) and some time you are in (time). 

Examples of location dependent mechanisms are:

· Check of the apparent origin against the Pre-Registered Address(es) for an authenticating identity. Clients pre-register the location(s) from which they initiate contact, e.g. IP-Address, email-address. The service provider checks that the client’s address being used is consistent with the pre-registered addresses. This can be used, for example, to ensure that the client is using a particular computer.

· Call-Back to the Pre-Registered Address for an authenticating identity. Clients pre-register the location(s) at which they request that the agency contact them, e.g. IP-Address, email address, phone number. The service provider checks this address by either emailing or telephoning the client. In the case where a remote modem is used to connect to a service provider, the service provider may terminate the requesting call, and re-dial the pre-specified phone number before connecting to ensure the request is coming from the correct phone line.
Time dependent authentication mechanisms are those which are only active at given times. This has been used in the past on bank vaults, to ensure that they can only be opened when they legitimately should be. Likewise, if a particular service only has legitimate use at particular times, preventing authentication to it at other times can provide additional protection against misuse.
4 Remote Authentication Protocols

A remote authentication protocol is a sequence of messages that allows a claimant to establish their identity to a verifier. The claimant asserts their identity via a credential and provides assurance in that assertion via Proof of Possession (PoP) of the token associated with the credential. The main types of remote authentication protocol and the authentication assurance levels that they support are described in Table 5.

	Protocol Type
	Supports Assurance Levels
	Description

	Private key PoP
	1,2,3,4
	· Claimant is authenticated via proof of possession of the private key portion of an asymmetric key pair.

· Example standardized protocols can be found in ISO/IEC 9798-3, ISO/IEC 9798-5, ITU-T X.509.

	Symmetric key PoP
	1,2,3,4
	· Claimant is authenticated via proof of possession of a symmetric cryptographic key that is also known to the verifier.

· Example standardized protocols can be found in ISO/IEC 9798-2, ISO/IEC 9798-4, IETF RFC 1510.

	One time password 
	1,2,3,4
	· Claimant is authenticated by sending the verifier a one-time password derived from a nonce and a cryptographic key that is also known to the verifier.

· Example standardized protocols can be found in OTP-PKCS #11, IETF RFC 2289.

	Zero knowledge password
	1,2
	· Password is transformed cryptographically before being transferred to the verifier in such a way that an eavesdropper is unable to launch an offline dictionary or brute force attack using the captured message sequence.

· Example protocols can be found in draft standard IEEE P1363.2.

	Tunnelled password
	1,2
	· The password is sent over an encrypted link 

· Example standardized protocol for link encryption: IETF RFC 2246 (TLS) also known as SSL. 

	Challenge-response password
	1
	· The verifier sends the claimant a random challenge or nonce 

· The claimant combines the challenge with their password using a hash function or symmetric block cipher and sends this value as their response.

· Does not provide resistance to offline analysis or dictionary attacks by eavesdroppers.

· Example standardized protocols, IETF RFC 1939:APOP.


Table 5: Remote authentication protocol types and assurance levels

4.1 Threats to Remote Authentication Protocols

A range of attacks that exploit different types of protocol vulnerabilities can subvert authentication protocols. Protocol threat types and the assurance levels at which resistance is required can be seen in Table 6.
	Protocol Threat Type
	Resistant at Assurance Levels
	Description

	Replay
	1,2,3,4
	· Protocol is resistant if an attacker cannot authenticate by replaying messages recorded from previous legitimate authentication protocol runs.

	Online guessing
	1,2,3,4
	· Protocol is resistant if it is impractical for an attacker who has no prior knowledge of the correct password or key to guess the value by repeated authentication attempts with the verifier.

· Resistance is achieved by limiting the number of incorrect guesses that an attacker can make over the lifetime of the password or key and/or increasing the number of possible values that password/key can take (to increase the average number of guesses the attacker would need to make). 

	Eavesdropper
	2,3,4
	· Protocol is resistant if it is impractical for an attacker who is able to record the messages exchanged in legitimate runs of the authentication protocol to analyse those messages offline and thereby discover or guess by brute force search, the correct value of the password or key

· Zero Knowledge and tunneled password protocols provide protection.

· Requires resistance to offline dictionary attacks. 

	Verifier Impersonation
	3,4
	· Protocol is resistant if an attacker cannot learn any information about the password or key even when they masquerade to a claimant as a legitimate verifier.

	Man in the Middle
	3,4
	· Protocol is resistant if an attacker is unable to masquerade to a legitimate claimant as the verifier and simultaneously to a legitimate verifier as the claimant without being detected.


Table 6: Remote authentication protocol threats

Appendix A:  A Simple Explanation of some Authentication Mechanisms

This appendix provides some simple explanations of the workings of some common authentication mechanisms. The explanations are based on reviews of numerous articles and reports with the intention being to provide a view suitable for business representatives rather than a technically detailed view.

Username - Password Authentication

This is probably the most common current method of authentication. It relies on the use of a memorised password used in combination with a unique user name. 

[image: image1]
Figure 1: Username – Password

(1) The End User enters their user name and password at their computer and these are transmitted over the network

(2) At the authentication server, a comparison is made with the stored user name – password values. The stored passwords may be encrypted. 
(3) If there is a match, access is granted to the end user to the files, accounts etc to which they have authorisation.
One-Time Password Authentication

[image: image12.bmp]One-time passwords are often implemented through a hardware device used in combination with a user name + password or PIN. This provides a two factor authentication. A hardware device can take several forms with a typical example being a key fob design with a window through which a time dependent number is displayed or a USB plug-in with stored information, as shown in Figure 2. 

There are several variations of one-time password implementation based on a clock mechanism or counter mechanism or an exchange of shared secrets. The example covered here Figure 3: One-Time password process, shows the clock mechanism version.


[image: image2]
Figure 3: One-Time password process

(1) The end-user starts their login process. 

(2) A unique password is created by the hardware device based on the current time and this password is encrypted

(3) The user-name + encrypted password is sent across the network

(4) At the authentication server, the password is decrypted

(5) A password is generated at the server based on the current time

(6) A comparison is made between the user-name + password pair from the end-user and the user-name + password pair created on the authentication server

(7) If there is a match, access is granted to that end-user 

Encryption and Cryptography Basic Concepts

Encryption and Keys

An important underlying aspect of authentication mechanisms is the prevention of information being made available to an inappropriate person. Because authentication often involves the exchange of “shared secrets”, such as a password, it is important for the “secrets” to be protected with unauthorised entities unable to gain access. Encryption is a process by which plaintext data are transformed to conceal their meaning. This process produces encrypted “ciphertext”. It is a reversible process and using a cryptographic algorithm and key can be used to de-encrypt the ciphertext and recover the plaintext.
A key, represented by this symbol in the diagrams [image: image3.png]


is the cryptographic key used to code (encrypt) or decode (decrypt) plaintext or encrypted text. For example, the simplest coding algorithm is to convert characters to numbers using a direct translation (a key of 1)

	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	Etc.

	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	Etc.


So the word “big” is coded (encrypted) as “297”

Using a key of “4” means shift 4 places along for the translation
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	Etc.

	5
	6
	7
	8
	9
	10
	11
	12
	13
	14
	15
	16
	Etc.


So the encryption of “big” becomes “61311”

The person receiving the message must know or have the same algorithm and the key to be able to decrypt it.
Encryption Types 

Different cryptographic algorithms (ciphers) are used by different authentication mechanisms. 
· RSA is a public key algorithm used for both encryption and authentication. The acronym comes from the names of the developers, Rivest, Shamir and Adleman. 

· DES is the Data Encryption Standard used by the US government and is a symmetric encryption algorithm. It is only to be supported in Triple-DES (or 3DES) form.

· Triple-DES is the application of DES three times. Triple DES MUST use either: 2 distinct keys in the order key1, key2, key1, or 3 distinct keys.

· AES (Advanced Encryption Standard) is a predecessor of DES and is a symmetric encryption algorithm. AES supports key lengths of 128, 192 and 256 bits, all of which are suitable for encryption at this time.

· SHA-1 is a Secure Hash Algorithm used by the US government.

Symmetric Cryptography

When using Symmetric Cryptography, also known as conventional cryptography, the sender and receiver use the same key and encryption algorithm to encrypt and then decrypt a message. A concern with this method is the increased likelihood of the key being compromised as a copy must be held by all senders and receivers of messages to be encrypted and decrypted.


[image: image4]Figure 4: Symmetric Cryptography

(1) The original message is encrypted by the sender using a secret key to produce unreadable ciphertext

(2) The receiver decrypts the message using the same secret key as used by the sender.

Asymmetric Cryptography

Asymmetric cryptography, (or Public Key cryptography), relies on a pair of cryptography keys – A public key that is readily available and a matching Private Key that is accessible only to the owner. When using asymmetric cryptography, the message is encrypted with the recipients Public Key that is accessible to anyone. The message can then only be decrypted with the corresponding Private Key held only by the owner. This ensures that only one entity can open and read the encrypted message and enforces confidentiality.


[image: image5]
Figure 5: Asymmetric Cryptography

(1) The original message is encrypted by the sender using the Receiver’s Public Key to produce unreadable ciphertext. This key is available publicly.

(2) The receiver decrypts the message using their unique private key. The Private Key is held only by this receiver. This means that only this person can open the message and ensures confidentiality.

Public-key cryptography and Certificates

Public-key cryptography (PKC) is a framework for managing keys and the associated digital certificates. PKC involves issuing a person (or organisation), with two keys. There is a Public Key that can be accessed by anyone and a Private Key that is known only to the person to whom it is issued. These keys form a pair. Something encrypted by one key can only be decrypted by the other.

Digital certificates are the electronically signed files that bind a particular person with their keys. These certificates are issued by Certification Authorities and the embedded information in the certificate authenticates that a particular public key belongs to a specific person. Digital certificates normally follow the X.509 standard with the details shown in Figure 3 being part of the certificate.

X.509 Digital certificate

A certificate is an electronically signed file with a number of components, such as the name of the owner, the encryption algorithm to be used and the public key for the owner of the certificate. A certificate is created by an issuing certificate authority effectively “digitally signing” the certificate. This is achieved by encrypting a hash of the certificate detail using the certificate authority’s private key. This process ensures that the source of the certificate can be verified as only the certificate authority’s public key can decrypt the hash.

	Version
	
	v1, v2, v3

	Serial number
	
	Assigned by issuer

	Signature
	
	Algorithm used to sign

	Issuer
	
	Distinguished name of CA

	Validity
	
	Validity period

	Subject
	
	Distinguished name of end-user

	Subject Public Key Information
	
	Public key value, algorithm

	Issuer unique identifier
	
	v2, v3 only - optional

	Subject unique identifier
	
	v2, v3 only - optional

	Extensions
	
	v3 only - optional

	Signature
	
	Encryption by CA’s private key


Figure 6: X509 Digital Certificate

Digital Signatures

In its simplest form, a digital signature is created by encrypting a message with a user’s Private Key, appending this to a copy of the original message and sending the aggregated message. This process allows a recipient of the message to be sure of the source of the original message. A digital signature of this type is ordinarily the same size as the original message, effectively doubling the size of the information being sent.

In actual fact, the process is usually more complex, with 

(1) A copy of the original message going through a non-reversible “hash” function to produce a digest of the message. (A message digest is a short, fixed length representation of longer, variable length message.)

(2) This digest is then encrypted using the user’s Private Key, 

(3) The hashed-encrypted message is appended to the original message (that may or may not also be encrypted), and 

(4) The message is then sent.

Including the digest in the signature ensures that the signature is only applicable for that message.
 This process allows a recipient to prove the source of the message, protect against forgery and maintain confidentiality if required. These variations are explained in more detail in Section 6, Public Key Infrastructure.

These steps normally occur automatically and the end-user does not need to intervene manually.


[image: image6]
Figure 7: Digital Signature

(1) The sender encrypts the original message with their Private Key. This key is unique to that person

(2) The encrypted copy of the message is appended to an unchanged copy of the original message

(3) After receiving the combined message, the receiver decrypts the previously encrypted version with the senders Public Key that is available to anyone. If the Public Key successfully decrypts the message, it shows the origin of the message as the holder of the matching Private Key. This is equivalent to a signature.

(4) A comparison is made between the original unchanged version of the message and the decrypted version. A match indicates that the message has not been changed during transmission. 
Message Authentication Codes

A Message Authentication Code (MAC)
 is a similar technique to a digital signature used for authentication of messages. MACs are calculated and verified by the same secret key whereas a digital signature uses the two keys (public and private). There are various forms of MAC. The most common is the encryption of the message using an encryption algorithm and appending the last encrypted block to the message as the checksum or MAC. 

Public Key Infrastructure

Public Key Infrastructure (PKI) is a combination of standards, protocols, tools, processes and technology that builds on Public Key Cryptography to produce a high level authentication tool. PKI includes the certification authorities and registration authorities that issue and manage digital certificates through identification, registration phases, issuing digital certificates to successful applicants and maintenance of a repository of details relating to current certificates and revoked certificates.

PKI enables the concept of a digital signature to be implemented effectively. The two variations are described below in Figure 9 and Figure 10.

Public Key Infrastructure Process Flow

As Public Key Infrastructure (PKI) is a combination of processes, etc there are a series of steps required to obtain a digital certificate that is the key enabler for PKI. This process is shown in Figure 8: PKI Process.


[image: image7]
Figure 8: PKI Process

(1) The applicant (an individual or company), applies to a Certification Authority (CA) for a digital certificate.

(2) The Certification Authority sends the request details to a Registration Authority.

(3) The Registration Authority checks the documents supplied by the applicant as Proof of Identity.

(4) If the applicant satisfies the requirements of the Registration Authority (RA), the RA advises the Certification Authority.
(5) The Certification Authority establishes an agreement with the applicant and issues the digital certificate to the applicant. This includes the issue of Public and Private Keys to encrypt and decrypt messages. 
(6) The Certification Authority also maintains a repository of certificate details, including whether the certificate is still valid.
Digital Signature

The basics of a digital signature are explained in Section 2.6. In practice, there are two related methods that both use a “hash” function on a copy of the original message to create what is termed a “message digest”. This is a fixed length series of numbers and cannot be reversed. 

Digital Signature using a Hash function: Type 1 – No confidentiality needed


[image: image8]
Figure 9: Digital Signature process (No confidentiality)

(1) The Sender uses a hash function to “summarise” the original message and produce the message digest

(2) The Sender signs (encrypts) the hash with their private key

(3) The hashed – encrypted document is appended to the original unchanged document and this combined document is sent.

(4) The Receiver receives the combined original + hashed-encrypted document

(5) The Receiver uses the same hash function as the sender to calculate a hash of the original message.

(6) The Receiver decrypts the hash created by the sender using the sender’s public key

(7) A comparison is made between the hash of the original with the decrypted hash.

· If the Public key successfully decrypts the hash document this authenticates the origin of the document as a specific Private Key and corresponding owner of the key. (I.e. who sent the document) This also established the basics of non-repudiation – protection against the sender later denying their participation in the transaction.

· If the two hash documents are the same, it shows that the document received is identical to the original document and gives proof of integrity.
Digital Signature using a Hash function: Type 2 – Confidentiality needed

[image: image9]
Figure 10: Digital Signature Process (With confidentiality)

(1) The Sender uses a hash function to “summarise” the original message

(2) The Sender signs (encrypts) the hash with their private key

(3) The Sender encrypts the original message with the receiver’s Public Key ensuring that only the recipient can then open it

(4) The hashed – encrypted document is appended to the encrypted original document and this combined document is sent.

(5) The Receiver receives the combined encrypted original + hashed-encrypted document

(6) The Receiver decrypts the original message using their Private key

(7) The Receiver uses the same hash function as the sender to calculate a hash of the original message.

(8) The Receiver decrypts the hash created by the sender using the sender’s public key

(9) A comparison is made between the hash of the original with the decrypted hash.

· As only the receiver can decrypt the original message with their specific Private key, privacy is maintained - confidentiality
· If the Public key successfully decrypts the hash document this authenticates the origin of the document as the owner of a specific Private Key. (I.e. who sent the document.) This also established the basics of non-repudiation – protection against the sender later denying their participation in the transaction.

· If the two hash documents are the same, it shows that the document received is identical to the original document and gives proof of integrity.
Appendix B:  References

	[ACSI33]
	Australian Government Information Technology Security Manual, Defense Signals Directorate, Australian Government, June 2004.

Available at: http://www.dsd.gov.au/_lib/pdf_doc/acsi33/acsi33_u.pdf 

	[AGAF 2004]
	Australian Government Electronic Authentication Framework: An Overview for Australian Businesses, AGIMO, June 2004.

	[CPSM2000]
	Commonwealth Protective Security Manual 2000, Australian Government, Attorney General’s Department, 2000.

(Restricted distribution, available by request)

	[FIPS 140-2]
	Federal Information Processing Standards: Security Requirements for Cryptographic Modules (FIPS PUB 140-2), National Institute of Standards and Technology (NIST), US Government, May 2001.

Available at: http://csrc.nist.gov/publications/fips/fips140-2/fips1402.pdf 

	[NIST SP800-63]
	Draft Recommendation for Electronic Authentication Guideline. NIST Special Publication 800-63, version 1.0, January 2004.

Available at: http://csrc.nist.gov/publications/nistpubs/800-63/SP800-63v6_3_3.pdf 

	[NOIE 2003]
	Australian Business Number Digital Signature Certificate 
 (ABN-DSC), Version 3.6, NOIE, September 2003

	[UK e-Envoy 2002]
	Registration and Authentication, e-Government Strategy Framework Policy and Guidelines, v.3.0, UK Office of the e‑Envoy, September 2002.

	[UK2002]
	Minimum Requirements for the Verification of the Identity of Individuals and Organisations in force, version 2.0, January 2003.

Available at: http://www.e-envoy.gov.uk 

	[US M-04-04]


	E-Authentication Guidance for Federal Agencies. Memorandum to the heads of all departments and agencies, US Office of Management and Budget, 16 December 2003.


- End of QGAF – Authentication Concepts -

Comparison 





User name & Password





Authentication server and database





(





Access granted





1





2





3





� �


Figure � SEQ Figure \* ARABIC �2�: One-Time password devices





   





User name 





(





Time generated password





Encryption using shared key





Authentication server and database





Decryption using shared key





End User





Access granted




















Time generated password








Comparison





1





2





3





4





5





6





7





Original plaintext document





Sender








Encryption function





Secret key





Encrypted ciphertext





Original plaintext document





Decryption function





Receiver





Secret key





Encrypted ciphertext





1





2





Original plaintext document





Sender








Encryption function





Receiver’s Public Key








Encrypted ciphertext





Original plaintext document





Decryption function





Receiver





Receiver’s Private Key








Encrypted ciphertext





1





2





Original plaintext document





Sender








Encryption function





Sender’s Private Key





Original (may be encrypted)





Original plaintext document





Decryption function





Receiver





Senders Public Key





Digital signature of original





Decrypted original plaintext document





Comparison





Original (may be encrypted)





Digital signature of original





1





2





3





4





Applicant





 Private Key





Certification Authority


(CA)





Registration Authority


(RA)





Public Key





Applicant’s credentials





Request for digital certificate





Checks necessary credentials for level required.





Engages the RA to verify applicant’s identity





RA advises CA that applicant’s identity has been established





Applicant





Subscriber agreement





Repository with Certificates & Certificate Revocation List (CRL)





CA issues certificate components to applicant





1





2





3





4





5





6





Hash 


function





Original plaintext document





Sender








Sender’s Private Key





Original


Plaintext


document





Original plaintext document





Receiver





Senders Public Key





Signed Hashed document 





H





Sign Hash





Hash 


function





Verify Signature





Encryption





Decryption





Hashed document appended to original document





Original


Plaintext


document





Signed Hashed document





H





H





Comparison





1





2





3





4





5





6





7





Hash 


function





Original plaintext document





Sender








Original


Encrypted document





Original plaintext document





Receiver





Senders Public Key





Signed Hashed document 





H





Sign Hash





Hash 


function





Verify Signature





Encryption





Decryption





Hashed document appended to original document





Original


Encrypted document





Signed Hashed document





H





H





Comparison





1





2





4





5





7





8





9





Receivers Public Key





Encryption





Receivers Private Key





Decryption





3





6





Sender’s Private Key








� available at � HYPERLINK "http://www.qgm.qld.gov.au/contracts/Stand_Cond_Contract_Consultancy.doc" ��http://www.qgm.qld.gov.au/contracts/Stand_Cond_Contract_Consultancy.doc�


� See Section 3 for the conditions which are required to meet the indicated assurance levels.


� Technically a password could be used in this situation, but generally is not and this is not recommended. A variable knowledge based authentication or one time password is preferred. See text for more.


� The Australian Government Information and Communications Technology Security Manual (also known as ACSI 33) has been developed by the Defence Signals Directorate (DSD) to provide policies and guidance to Australian Government agencies on how to protect their ICT systems. Australian Government agencies are required by the � HYPERLINK "http://www.ag.gov.au/www/protectivesecurityhome.nsf/0/3ABEF2858B90B6D3CA256BB3001AE07C?OpenDocument" �Protective Security Manual� (PSM) to comply with ACSI 33. Whilst Queensland Government agencies are not required to comply with ACSI 33, it none-the-less provides useful guidance. 


� NIST [NIST SP800-63] defines nonce as “A value used in security protocols that is never repeated with the same key. For example, challenges used in challenge-response authentication protocols generally must not be repeated until authentication keys are changed, or there is a possibility of a replay attack. Using a nonce as a challenge is a different requirement than a random challenge, because a nonce is not necessarily unpredictable.”


� A cryptographic key is a long number, certainly too long for most humans to memorise reliably. Symmetric cryptographic keys are of the order of 100 to 300 binary digits or bits in length. In decimal notation, a 100 bit key is a 31 digit number. The keys of some widely used asymmetric cryptographic schemes such as RSA are of the order of 1000 to 2000 binary digits. A 1000 bit key corresponds to a decimal number over 300 digits in length. 


�  � HYPERLINK "http://developer.netscape.com/docs/manuals/security/sslin/contents.htm" ��http://developer.netscape.com/docs/manuals/security/sslin/contents.htm�


� Kristen Noakes-Fry, Public Key Infrastructure: Technology Overview, Gartner Research, 2003 (www.Gartner.com)


� � HYPERLINK "http://www.modssl.org/docs/2.8/ssl_intro.html" ��http://www.modssl.org/docs/2.8/ssl_intro.html� 


� � HYPERLINK "http://www.rsasecurity.com/rsalabs" ��http://www.rsasecurity.com/rsalabs� 
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