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This Reference Sheet has been developed to complement the Queensland Government Information Standards. The information contained in this document may be used as additional reference material by Queensland Government agencies when managing the use of software.  Agencies should consider the information provided as reference material and interpret it in the context of their own agency methodologies.
External third-party audit checklist
	Notification of third-party audit

	 FORMCHECKBOX 
    Identify a primary point of contact within the auditing company.

	 FORMCHECKBOX 
    Review information supplied by the auditing company:

	
	 FORMCHECKBOX 

	What product(s) is being audited?

	
	 FORMCHECKBOX 

	Who in the agency has the auditor requested to meet?

	
	 FORMCHECKBOX 

	Will the agency’s auditing/metering tool be used?

	
	 FORMCHECKBOX 

	What reports can the agency get access to post-audit?

	
	 FORMCHECKBOX 

	What site requirements will the auditor require (room bookings, etc.)?

	
	 FORMCHECKBOX 

	Will the auditor require agency resources to assist with the audit?

	
	 FORMCHECKBOX 

	What is the projected timeline for the auditing process?

	
	 FORMCHECKBOX 

	Request further information from auditor if required.

	

	Preparation for third-party audit

	 FORMCHECKBOX 
    Notify Queensland Government Chief Information Office an audit is pending.

	 FORMCHECKBOX 
    Notify agency’s legal services that an audit is pending.

	 FORMCHECKBOX 
    Have legal services review all relevant information.

	
	 FORMCHECKBOX 

	Existing contracts/agreements with the software company, including:
· End User Licence Agreement (EULA).
· What constitutes proof of licence?

· Clearly define software licence usage rights.
· Are copies of the software permitted? (backup and disaster recovery)

· Do home use rights apply?

· Do test environments need to be licensed?

· What are the consequences of under-compliance?

· Under what circumstances (if any) will the agency be liable for the cost of performing the audit?

	
	 FORMCHECKBOX 

	Audit provisions:
· Does the agency require confidentiality agreements to be signed by the auditor?
· Are the auditors permitted to remove anything from the agency?
· Will the software being audited be able to continue to be used if the agency is found to be non-compliant?

	 FORMCHECKBOX 
    Notify management that an audit is pending.

	 FORMCHECKBOX 
    Notify internal auditors that an audit is pending.

	 FORMCHECKBOX 
    Notify procurement manager that an audit is pending.

	 FORMCHECKBOX 
    Nominate a primary point of contact within the agency for the auditor’s primary contact to liaise with.

	 FORMCHECKBOX 
    Nominate a legal services contact within the agency.

	 FORMCHECKBOX 
    Ensure that the agency’s auditing and metering tool is correctly configured for the software product(s) being audited.

	
	 FORMCHECKBOX 

	Ensure that there is an accurate deployment record.

	
	 FORMCHECKBOX 

	Is there historical usage data available? Usage data can be used to negotiate if the agency is found to be non-compliant.

	
	 FORMCHECKBOX 

	Extract a preliminary deployment and usage report from the auditing tool.

	 FORMCHECKBOX 
    Identify where agency’s proof of licence for the product is stored.

	
	 FORMCHECKBOX 

	Ensure the Software Asset Register (SAR) is up to date.

	
	 FORMCHECKBOX 

	Locate procurement records.

	
	 FORMCHECKBOX 

	Locate vendor consumption reports.

	 FORMCHECKBOX 
    Gather all proof of licences documents for the software product(s) being audited.

	
	 FORMCHECKBOX 

	Request a vendor consumption report if required.

	 FORMCHECKBOX 
    Arrange for a room/adequate space as requested by the auditor.

	 FORMCHECKBOX 
    Arrange for building access to relevant areas for the auditor.

	 FORMCHECKBOX 
    Arrange for the agency’s primary contact to accompany the auditor at all times.

	 FORMCHECKBOX 
    Arrange a pre-audit meeting with relevant staff and legal services.

	
	 FORMCHECKBOX 

	Outline audit process and timeframes.

	
	 FORMCHECKBOX 

	Outline audit responsibilities.

	
	 FORMCHECKBOX 

	Outline communication protocols.

	

	Special consideration

The auditing company may want to use their own tool/script.

	 FORMCHECKBOX 

	Legal services prepare a response to auditor:
· Inform auditor of the time required to test their tool/script.
· Arrange a contract for consequential damages if the tool/script impacts the agency’s production environment.
· Request confidentiality agreements and return of any documentation to the agency.

	 FORMCHECKBOX 

	IT Actions:
· Inform legal services if the tool can be run in a test environment.

· Inform legal services of the timeframe for adequate testing.

· Test the tool/script.

· Alert management of possible risks.


	

	During third-party audit

	 FORMCHECKBOX 
    A legal representative should be present at all meetings with the auditor’s primary contact.

	 FORMCHECKBOX 
    Ensure that the agency’s nominated primary contact is present.

	 FORMCHECKBOX 
    All requests for information must be directed through the agency’s primary contact.

	
	 FORMCHECKBOX 

	Always qualify what information the Auditor has already.

	
	 FORMCHECKBOX 

	Invite the Auditor onsite and request the information from the appropriate person rather than providing the requested information.

	
	 FORMCHECKBOX 

	Keep a copy of all information provided to the Auditor.

	
	 FORMCHECKBOX 

	Don’t volunteer information, just answer the question.

	
	 FORMCHECKBOX 

	Tell the truth, don’t lie.  Everyone makes mistakes. 

	 FORMCHECKBOX 
    Auditors should ideally only have “over the shoulder” network access to run commands or do directory searches, etc.

	 FORMCHECKBOX 
    Don’t remove anything from the network prior to the audit.  Auditors will find the footprint and get the wrong impression.

	

	Post third-party audit

	 FORMCHECKBOX 
    Brief Director General and Senior Management on audit outcomes.

	 FORMCHECKBOX 
    Take any rectification actions required.

	 FORMCHECKBOX 
    Review procurement and deployment procedures and make recommended changes or amendments.

	 FORMCHECKBOX 
    Report back to the software vendor once rectification actions are complete.

	 FORMCHECKBOX 
    Notify QGCIO of the audit outcome and of lessons learnt.


