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Figure 1 – Guideline Overview 

3 Stage 1 - Identify 
The purpose of this stage is to understand what information that will be shared with, used, acquired 
or created by a supplier as part of a future contract with the Queensland Government when 
products and/or services are being provided.  

3.1 What is being purchased? 
An agency should clearly define the product or service that is being sought from the market. This 
will form the foundation for risk management throughout the procurement process. Agencies 
should consider the following: 

- Is the product or service clearly defined? 

- Who will be the owner of the product or service? 

- Is it an once off purchase of a common-use supply arrangement? 

- Are there any existing products or services that depend on or are connected to this new 
product or service? 

- Where does this product or service fit into the supply chain (i.e. does it involve other 
customers/agencies, suppliers and/or the public)? 

- Who is receiving the product or service (i.e. the agency, the agency’s employees, or the 
public)? 

3.2 What information is involved? 
Once the product and/or service to be purchased is identified, it is critical to determine the 
information needed for the supplier to deliver it effectively. 
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An agency should identify what information may be shared with, used, acquired or created by the 
supplier. An agency should consider the following: 

- What information will the supplier have access to (e.g. employee names, office addresses, 
project information, business plans, etc)? 

- Is any personally identifiable information likely to be involved (agencies can undertake a 
Threshold Privacy Assessment to help determine this)? 

- Will information be shared once? 

- Will the supplier have access to information over a prolonged period (i.e. purchasing a 
service delivered over multiple years)? 

- Where will information be shared (e.g. O365 environment, stored or hosted by the supplier, 
emails, print outs, etc)? 

- Will the agency retain control of the platform where information is shared (i.e. is it being 
shared via a SharePoint site managed by the agency or the supplier)? 

An effective method of identifying information that may be exposed to the supplier is using the 
agency’s information asset register. Through cataloguing information as an information asset, an 
agency can support more considered steps to mitigate cyber risk (such as those listed in Appendix 
B).  

3.2.1 Leveraging an agency’s information asset register 

The Information Asset Custodianship Policy (IS44) requires agencies to identify their holdings of 
information assets and establish an information asset register. Often, information asset registers 
will also have the information security classification, which relates to an assessment that is 
completed in Stage 2 of this guideline (Information Security Classification Assessment).  

Information may include: customer data (names, addresses), financial data (budgets, bank 
account details, credit card numbers), corporate data (business plans), human resource data 
(employee details and records), and technical data (software/system configuration). 

 
Figure 2 – Example Information Asset Register 

More information can be found in the Information asset register guideline | For government | 
Queensland Government.  

4 Stage 2 - Assess 
The purpose of this stage is to evaluate risk and impacts relating to the product or service and 
information involved. This stage steps through the agency’s risk approach, procurement value/risk 
matrix, information security classification, and brings it all together by determining the overall 
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impact/risk threshold reached. It’s important to consistently engage internal key stakeholders for 
support through assessments contained in this section. 

4.1 Agency Risk Approach 
An agency’s risk appetite and management approach should be considered throughout the 
application of this guideline. General considerations relating to risk management should be made: 

- What is the general risk appetite of the agency (e.g. low, medium, high)? 

- How critical is the product or service to the agency? 

- How critical is the service to Queensland and the community? 

- Are there defined risk tolerance levels that should be applied? 

- How will the risk change dependent on the length of engagement? 

4.2 Value/Risk Assessment 
As a part of the procurement process, the Value/Risk Matrix (VRM) should be used to assess the 
associated value and risk. This simple tool asks eleven multi-choice questions that will result in the 
procurement being categorised as – Routine, Leveraged, Focused, or Strategic.  

When addressing these questions, focus particularly on those related to operational impact, 
product/service availability, and the supply market. Record the result of this assessment.  

 
Figure 3 – Value/Risk Matrix (risk questions [completed example]) 

 
Figure 4 – Value/Risk Assessment outcome (Focused) 
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4.3 Information Security Classification Assessment (Business 
Impact Levels) 
An agency should conduct an information security classification assessment on each of the 
involved information assets as per the Information security classification framework (QGISCF). 
This framework assesses the business impact levels (BILs) and will result in the information/data 
being categorised as Low, Medium or High for each of the three BILs which relate to 
Confidentiality, Integrity and Availability (CIA). 

Record the highest BIL result across all three categories (i.e. Low Confidentiality, High Integrity, 
Low Availability – the result is ‘High’).  

 
Figure 5 – Information Security Classification Framework 

4.4 Personally Identifiable Information 
Where agencies have identified that the product and/or service will involve personally identifiable 
information (PII) (e.g. through a Threshold Privacy Assessment), then it is highly recommended 
that a Privacy Impact Assessment is conducted by the agency.  

Agencies should consult their agency’s procedures (or where none is available the step-by-step 
guide to Privacy Impact Assessments) for guidance on managing (PII), as this guideline does not 
cover this topic.  

4.5 Which Impact/Risk Threshold has been Reached? 
Use the results from the Value/Risk Assessment and the Information Security Classification 
Assessment to determine which Threshold (Essential, Enhanced, or Comprehensive) has been 
reached on the Impact/Risk Matrix (Figure 6) below.  

These Thresholds are intended to offer an indicative framework for managing cyber security during 
the procurement lifecycle by providing a set of security criteria for agency’s use. 
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Figure 6 – Impact/Risk Matrix 

5 Stage 3 - Apply 
This stage defines and specifies the Security Criteria (Principles and Controls), details 
considerations to take into account before applying these criteria, and provides guidance on their 
usage throughout the procurement process. It is important to note that the Principles and Controls 
are not directly related and should be reviewed separately. 

5.1 Threshold Security Criteria 
The established Security Criteria for each Threshold includes a set of Principles and Controls that 
suppliers should meet when conducting business with the Queensland Government. As each 
Threshold is reached, all lower-level Principles and Controls should be applied alongside the 
security criteria of that specific Threshold (see Figure 7). It is important to recognise that these 
criteria are a guide, and agencies are encouraged to review them holistically to ensure they meet 
the specific needs of the agency and the procurement process. Principles and Controls are listed in 
the next section of this document. 
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Figure 7 – Threshold Security Criteria 

Essential Security Criteria have been developed to support the maturity growth of organisations 
throughout Queensland. These criteria have been designed so that businesses can achieve it 
without a large investment of time or resources. It aims to provide Queensland Government supply 
chains with a basic level of protection and response capability. The Essential criteria should be 
considered as a minimum irrespective of what product or service is being purchased.  

Enhanced Security Criteria adopts a stronger approach by supplementing the Essential controls 
with an additional layer of security. To support the application of this Threshold, it is recommended 
to engage the agency’s Cyber Security specialists. 

Comprehensive Security Criteria is an extensive set of cyber security controls that should be 
considered during the procurement of goods or services with higher information sensitivity or risk 
averse approaches. To support the application of this Threshold, it is highly recommended to 
engage the agency’s Cyber Security specialists. 

5.2 Principles and Controls 
This section defines and lists the Principles and Controls that agency staff should utilise. Agencies 
should review this section, noting any Principles and Controls that correspond with the reached 
Threshold and any additional Principles and/or Controls that address their agency’s specific needs 
and risk management.  

It is important to remember that these Principles and Controls are intended for the supplier to meet, 
not the agency. 
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6.1 Need more help?  
Engage with your agency’s Cyber Security team as first point of contact, which is usually located 
within the division responsible for the agency’s information and communication technology (ICT).  

Further support can be requested from the Queensland Government Cyber Security Unit via 
cybersecurityunit@qld.gov.au, or visit www.qld.gov.au/cybersecurity.  
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Appendix C Applying this Guideline - Examples 
Examples outlined in this section are fictitious and for demonstration purposes only. Agencies 
may choose to use these examples to support their own assessments and determine how to 
manage risk specific to the procurement activity.  

Example #1: Professional Services 

Background 

I am a Queensland Government employee (business subject matter expert) tasked with engaging a 
supplier to provide professional services for human resources. 

With the assistance of our agency’s procurement officer, I have identified a suitable whole of 
Government common-use supply arrangement which I can use to buy these services and I have 
read the relevant guidance material on Queensland Government Arrangements Directory (QGAD). 

Stage 1 - Identify 

What is being purchased?  

The supplier will be required to undertake research, conduct workshops/interviews, and develop a 
strategy relating to improving leadership skills of new and emerging managers, with this expected to 
be delivered within the next 6 months. I have written these requirements in the arrangement’s 
Request for Quote (RFQ) template. 

What information/data is involved?  

Information will be gathered while the RFQ is out to market and once a Contract is awarded a 
supplier – of which this information will be publicly available.  

The successful supplier will be provided with limited information (i.e. employee names, employee 
contact information, position titles and office address. No non-routine work information will be 
provided.  

Stage 2 - Assess 

Agency Risk Approach  

This service would not be seen as critical and does not impact service delivery. It is a six-month 
project and limited information will be developed during this period. I engage the corporate risk team 
for support at this stage. 

Value/Risk Assessment  

With the help of the procurement officer, I’ve completed this assessment as part of my business as 
usual activities and assessed as ROUTINE. 

Information Security Classification Assessment 

Using our agency’s information asset register I’ve determined the identified information/data has 
information security classification of OFFICIAL. I received ‘low’ results across confidentiality, 
integrity, and availability.  
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I also engage our cyber security team for support in validating the assessment results and for 
general support. 

Privacy assessment 

Working with the agency’s privacy impact officer we completed the Threshold Privacy Assessment 
and determined that a privacy impact assessment was required. I provided all information required 
to inform the assessment report.  

What Impact/Risk Threshold has been reached? 

My assessments have identified my procurement activity as reaching the ‘Essential’ Threshold.  

 

Stage 3 - Apply 

Security Criteria 

I have looked at the Essential security criteria and noted down the related principles and controls. 
After discussions with key stakeholders, we decided to also include some additional controls outside 
of the Essential threshold as these relate to the type of service I’m buying. These controls are:  

- Policies for information security 

- Legal and regulatory requirements 

- Protection of records 

- Security awareness training 

- Disciplinary process 

- Secure disposal of equipment 

- Protection of user devices  

Expectations of suppliers 

I have interpreted the controls and am comfortable using them as-is and do not require evidence 
from the potential suppliers.  

I will also make sure to check the supplier meets the controls when the engagement ends. 
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When to apply 

I will be including the principles/controls as part of the governance / non-functional specification 
requirements to potential suppliers in my RFQ (by asking the suppliers to confirm they are able to 
comply).  

My assessment of the suppliers’ response will assess any risks where suppliers are not able to 
confirm compliance and engage with stakeholders as appropriate to manage. 

At the end of the contract (offboarding), I will ask for written confirmation that all relevant controls 
have been complied with (i.e. in line with “Secure disposal of equipment” control information relating 
to the engagement has been securely disposed of – whole of life approach to management of 
information). 

Example #2: Police Car Tyres  

Background 

I am a Queensland Government procurement officer responsible for purchasing 1200 new tyres for 
police cars. 

Stage 1 - Identify 

What is being purchased?  

I have been provided written specification requirements that will be used in the RFQ from the 
business subject matter expert (BSME). The successful supplier will provide tyres based on their 
ability to deliver upon the specified requirements. 

What information/data is involved?  

Information involved will be limited (i.e. delivery location, contract, invoicing and contact details).  

Using our agency’s information asset register I’ve determined corporate data will be exposed which 
has an information security classification of OFFICIAL. I also confirmed this classification with my 
Director 

Stage 2 - Assess 

Agency Risk Approach  

This product is critical to front line service provision and police officer safety. It is a once-off 
purchase and limited information will be generated (e.g. purchase order, delivery locations, contract 
and invoicing details).  

I take this opportunity to engage our corporate risk team to confirm my approach. 

Value/Risk Assessment  

I’ve already done this assessment as part of my BAU activities, and the output is ‘Routine’ due to the 
value of the contract.  
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Information Security Classification Assessment 

The information involved has classification of OFFICIAL and after conducting an assessment I 
received ‘low’ results across confidentiality, integrity, and availability.  

Privacy assessment 

I review the Threshold Privacy Assessment and engage the agency’s privacy impact officer for 
support in understanding if I need to conduct any privacy related assessments. The privacy officer 
confirmed none are needed for this procurement process.  

What Impact/Risk Threshold has been reached? 

My assessments have identified my procurement as reaching the ‘Essential’ Threshold.  

 

 

Stage 3 – Apply 

Security Criteria 

I have looked at the Essential security criteria and noted down the related principles and controls. 
Given that this is a once off purchase no additional controls will be used over and above the 
Essential security criteria. 

How to apply  

I have interpreted the controls and am comfortable using them as-is (as this is a one-time purchase) 
although my agency’s risk appetite is low.  

I am comfortable asking potential suppliers for confirmation (rather than evidence) of their ability to 
meet the principles and controls along with my other evaluation criteria and specification 
requirements. I am aware that there are standards that apply to the goods that I am purchasing.  

When to apply 

I will be including the principles/controls as part of my evaluation criteria in the RFQ, asking for 
written confirmation of compliance (but not proof at this stage). At time of offboarding I will ask for 
written confirmation that all relevant controls have been complied with (i.e. Information relating to the 
engagement has been securely disposed of). 
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Example #3: Employee Assistance Services  

Background 

I am a Queensland Government employee who needs to engage a supplier to provide employee 
assistance services for our department, our employees and their immediate family.  

I have identified a suitable whole of Government common-use supply arrangement which I can use 
to buy these services and I have read the relevant guidance material on QGAD. 

Stage 1 - Identify 

What is being purchased? 

A range of face to face and virtual (tele-health) services provided to employees and/or their 
immediate family throughout Queensland – with the services being provided from a range of health 
practitioners located throughout Australia. 

What information/data is involved? 

As part of the RFQ process, only routine work information will be provided - no personal or health 
information/data will be provided. 

The successful supplier will be provided with, acquire or create a range of personal information 
(names, ages, gender, addresses, contact information), as well as personal health information. 

Stage 2 - Assess 

Agency Risk Approach 

While this service would not be seen as critical and does not impact service delivery, supporting our 
employees (and their immediate family) mental health and wellbeing is critical, as well as during 
times of natural disasters  

Value/Risk Assessment 

I’ve completed this assessment and assessed as LEVERAGED. 

Information Security Classification Assessment 

Using our agency’s information asset register I’ve determined the identified information/data has 
information security classification of SENSITIVE. 

The information involved has classification of ‘Sensitive’ and after conducting an impact 
assessment, I received ‘medium’ results across confidentiality and ‘low’ results for integrity and 
availability, which results in a ‘medium’.  

Privacy assessment 

Following a review of the Threshold Privacy Assessment, I determine and completed the privacy 
impact assessment with assistance from my agency’s privacy impact officer. 

 








